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1. Introduction
The objectives described in this paper are to study the Palm 1 IP phone and get a better understanding of how it works, to study its API and code and find out how to program it, and improve the phone by modifying its source code and upgrading its firmware. Some improvements include improving the phones display, which currently shows the firmware version, add voicemail notification using the status LED which currently shows network traffic and increase the general robustness of the phone. All the code written for the phone has been available to the open source community with the entire API also being released earlier this year. 

2. VoIP History

Before the internet, the telephone network was the biggest network in the world, providing voice and fax services to billions. Unlike the telephone network the internet is a public network and the connection to it is cheap, costing a local call at the most. As technology became more advanced and connection speeds started increasing, people started to make voice calls using this network. Organisations with IP networks could also start replacing their traditional PABX systems with VoIP systems. Organisations with data links to other branches could also start routing their calls over this data link which they were paying for anyway and could avoid paying costly telephone calls.
The first way of communicating with VoIP was with a soft phone which is a software program which uses a computers general purpose processor to do all the signalling and encoding and decoding of audio and any speakers and microphone to capture and play audio streams. This type of VoIP phone is easy to use because it can have a PC user interface, however it requires a significant amount of processing power and requires a user to have a computer.

More recently telephone adapters (Linksys, 2005) have been developed which allow one to plug a telephone into it and it converts the sound and DTMF signals from the telephone into VoIP traffic on the IP network. These devices don’t require a computer however manufacturers will eventually stop producing traditional telephones and these devices will become useless.
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The final VoIP enabling end devices are dedicated hardware IP phones. They contains all the aspects of a traditional telephone such as a handset and keypad as well as the necessary hardware required to convert the audio into the various VoIP codecs, and handle connections and media streams. There is a trade-off between functionality and cost in these IP phones with many being relatively expensive compared to traditional telephones.
3. The Palm1
The Palm1 is manufactured in China and is cheap compared to most other hardware VoIP phones. It does however have some features which can be improved. The phone also comes with documentation and a development guide, however these seem to be direct translations from Chinese and are very difficult to read.

The phone comes with an API and source code which allows it to be reprogrammed. This allows us to improve the Palm1’s features and make it more suitable for our purposes. 
4. The PA1688

The Palm1 phone is powered by a PA1688 processor which is manufactured by centrality communications. The PA1688 processor consists of a controller, dual processor, digital signal processor and other interfaces for SDRAM, flash memory and AC97 audio chips. The chips small die and software size make the chip a low cost solution for phone manufacturers. It also allows customisation for different systems with different customer requirements (Rongrong, 2004). 
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4.1. Chip Structure
The PA1688 chip consists of two main parts:

A controller enhanced Intel MCS8051 instruction compatible processor. This is used for general purpose processing, e.g. updating the display, dealing with key presses. It also handles protocols such as TCP/IP and SIP. The second part of the chip is the digital signal processor used to encode and decode audio. The DSP has specific functions for encoding and decoding audio into and from the different VoIP codecs. This takes off a large amount of processing from the general purpose processor. (Centrality Communications A, 2004)
4.2. Palm1 Hardware
The Palm1 is built on a hardware configuration known as the PA168s. The PA168s hardware consists of the following:
Controller:
The controller has three main parts: the controller core, the memory interface and    SRAM interface.

DSP:

The execution of the DSP is controlled by the main controller. As mentioned before it decodes and encodes audio from the SDRAM data.

Flash Memory:

The PA1688 has an integrated interface for flash memory. The PA168s uses AM29LV008T flash memory from AMD which has a size of 1MB. The flash memory is used for program code and initialising data. Flash memory can be read and erased one sector at a time allowing it to be reprogrammed easily without having to replace the chip.
SDRAM:

The PA1688 supports up to 16MB of SDRAM. The SDRAM is used for DSP and AC97 buffers, TCP/IP and router information as well as other data such as answered, dialled and missed calls. The PA168s has 2Mb of SDRAM
AC97 Codec:

The AC97 Codec is responsible for encoding and decoding of audio from analogue to digital and vice versa. The sound signal is decoded/encoded at 8KHz which makes it suitable for most VoIP codecs. When the phone is in operation the controller copies the digital audio from the AC97 codec into the SDRAM buffer. The DSP then gets the audio from the buffer, encodes it and puts it back into SDRAM. The controller then adds the various headers and sends a packet over the network. (Centrality Communications A, 2004)
5. Program Structure
The PA1688 chip uses bank switching which allows it to access more memory than the controller can actually address. The PA168s has 1MB of flash memory for program code, however the controller can only address up to 64 KB of memory. With bank switching the code is split into different segments and during execution the controller switches between these segments allowing the code size to be much bigger (Keil Software, 2005). The program flow when using the AM29LV008T flash memory used in the PA168s is shown below.

The banks are separated into different directories. For example the code for page0 will be located in the directory c:\palmh323\page0. The API function call to switch to a different code bank is SwitchPage(UCHAR Page) This function is part of the palm1lib library.
5.1. Program Flow
The controller starts executing code at page0. This code is used to perform recovery, testing and read G711 dsp code from program flash into SDRAM. The program then switches to the next code bank depending on what type of flash memory is used. In the PA168s the flash memory is AM29LV008T so the controller switches to page 15 (the code in the settings directory) as shown in the code below.
#if defined AM29LV004T || defined MX29LV004T



SwitchPage(7);

#elif defined AM29LV008T || defined MX29LV008B || defined MT28F016



SwitchPage(15);

In the settings code bank all the phones settings are loaded from program flash into SDRAM. The code for controlling the phones menu is also located here. The controller then switches to the g723 and g729 code banks where the DSP is initialised and DTMF and Ring data are loaded into SDRAM. (Centrality Communications A, 2004)
The controller then switches to the next bank depending on which VoIP protocol is being used. The protocols supported are: SIP, H323, MGCP, N2P and IAX2. In earlier versions of the phone the code was compiled with all protocols and the protocol to be used could be changed without needing to update the firmware. In later versions however the code became too large and the protocol to be used needed to be determined at compile time. To change the protocol one needs to recompile the source code and update the firmware.
Once all initialisation has occurred the code in the main bank is run. In its idle state the phone runs through a loop which continually calls TCP/IP functions and updates the phones display. Any other events such as a key press or taking the handset off the hook will generate an interrupt, which then gets handled. 
6. PA1688 development tools and environment

There are various tools used to compile the code and update the phones firmware. To compile the code the Keil7 C to 8051 cross-compiler is used. Only the compiler and linker are used and not the development environment. There is a free version of this compiler however it only compiles object files up to 2Kb which is too small for some of this phones object files. The full version of the compiler is very expensive but other free open source C to 8051 cross-compilers are available such as SDCC (Small Device C Compiler) (Dutta, 2003). 
It would be difficult to use a compiler other than Keil7 however because the developers of the phone have set up all the batch files and version files to work with the Keil compiler. Another problem is that although the code for the processor may compile, the compiler may not support the DSP used in the Palm1.

A test copy of the full version of Keil7 is being used to compile the code for this phone. Keil7 will generate a binary file once it has compiled and linked all the code. Palmtool which is provided by the manufacturers of the chip is used to upload the binary file to the phone via TCP/IP. The phone then overwrites its firmware and reboots with the new version. There are some problems with this process with the phone sometimes not recognising that the correct version is being uploaded. This causes an error when trying to update the firmware and the phone has to be rebooted. One way to fix this problem is to set the debug mode of the phone to ‘no check’ in the phone settings (Rongrong, 2005). This disables checking of versions when the firmware is updated and can be dangerous if the firmware for another phone is uploaded.
6.1. Failure recovery
If the firmware is updated and there is an error in it the phone may not boot. It will not be possible to access the phone from Palmtool or from the web interface. There is a safety mechanism built into Page0 which checks if the * key is pressed down when the phone is switched on. The phone will go into a recovery mode where the firmware can be re-loaded using Palmtool. This is only if the phone can get an IP address. If not the phone needs to be switched off and then switched on holding the * key again. This will reset its IP address to 192.168.1.100. To access the phone the host PC will also now have to be on the 192.168.1 network. (Centrality Communications B, 2004)
6.2 Compiling
To compile all the code Keil7 should be installed to the default directory. The code for the phone should be in c:\PalmH323. To change the protocol and language to compile the file \inc\version.h should be modified. For example to compile for SIP one can un-comment the line #define CALL_SIP. 

To help speed up the compile process a batch file has been created. The batch file automatically cleans old files from all directories and sets up environment variables and path information. The compiler is then called and the final object file is produced. To use this batch file simply enter the command makebin <protocol> where <protocol> is the name of the protocol. To compile for SIP type makebin sip.
7. Changes implemented
The first thing to be modified was the display. The first step was to find out how to output characters to the display and where the display was being updated. 

Any string that is displayed on the LCD panel is located in p_apps\lcd_en.c. They are declared as character arrays of type CCHAR which is a char type. The prefixed C means that the variable is located in the code memory space which is in flash memory. What the phone displays on its output can easily be changed here. For example the string g_cWaitLogon[] can be changed from “Wait Logon” to something more user friendly such as “Connecting…”. 
After all initialisation has been done after the phone boots the function TaskLogonCompleted() is called. Welcome messages can be put here as this function is only called once after the phone has booted. Instead of showing what protocol is being used a welcome message is now displayed. There is a function called DisplayString(PCCHAR string, USHORT Line) which displays a string on a given line of the LCD display. A string can therefore be displayed using this function as follows:
DisplayString((PCCHAR)"Welcome", 1);
This will display the string ‘welcome’ on the bottom line of the LCD display. The type PCCHAR is a pointer to a character array and any string or character array should be type cast to this type. 

When the phone is in its normal state it runs through a loop which constantly calls the function UIHandleTimer() which checks for certain conditions, such as if there is a call in progress. It also calls the function CommonUIHandleTimer() when the phone is idle. This is the function that must be modified to change what the phone displays when it is idle. One goal of the project was to display the time when the phone was idle instead of showing the hardware version. Unfortunately the phone does not have a real time clock so the time would have to be obtained from the network. There is a function which can get the time from a time server called SntpDisplayHandleTimer(). It stores the value in a variable called Sys_lCurrentTime and a function has been created which converts the value of this variable into date and time strings. The following code displays the date on the top line of the LCD and displays the time on the bottom. 

The IP address of the time server must be entered into the phone under the setting: sntp ip. If no time server is present the phones extension number will be displayed. 
8. Implementation Challenges

The next modification was to have voicemail notification using the status LED. The first step would be to stop the LED flashing when there is network traffic. There is a function call in the main loop called TcpipHandleTimer(). This is an API call and is responsible for flashing the LED, the source code for the API libraries has not been obtained yet so this cannot be implemented yet. 
Another challenge is that the time from changing some code to seeing the results is quite lengthy. Compiling the code is relatively quick taking about 20 seconds, however transferring the binary file to the phone takes another 2 minutes. If there is an error then the phone needs to be started in recovery mode, network configuration needs to be changed and the firmware must be updated again. 

9. Future Work 
There is some implementation that must still be done as part of this project such as voicemail notification and increasing the robustness of the phone. 
Another more difficult implementation is to encrypt the RTP stream once all connections have been established. Factors such as whether the processor and DSP would support encryption and be able to handle the processing require would have to be considered.
Another security risk with the phone is that the firmware of any phone can be updated with Palmtool provided it is on the same network. No password is required to do this, and this is a security risk. It allows anyone with access to Palmtool to update a phones firmware. Any phones settings can also be viewed / modified with the password viewable in plain text. Firmware with deliberate errors can also be loaded onto a phone causing it to stop working. 
A suggestion to fix this problem is to make the phone check for a password before it sends back settings data or starts accepting new firmware (this is what happens in the web interface). To do this the phones code will have to be modified as well as Palmtool. The source code for Palmtool is provided and is written in C++ using Visual Studio 6.

9. Conclusion
Although the Palm1 has some bad features it can be improved due to the code being open source. Some simple improvements have been made without too much hassle, however some more advanced modifications will require going into the API and modifying some of the functions. The improvements that have been made and that will be made should give a better user experience and add value to the phone, making it good value for money.
References

[1]
Centrality Communications A, PA1688 IP Phone Development guide, Centrality Communications, 2004
[2]
Centrality Communications B, PA1688 IP Phone Manual, Centrality Communications, 2004
[3]
Dutta, Sandeep. Small Device C Compiler. Sourceforge.net. 2003

http://sdcc.sourceforge.net/ 

[4]
Keil Software. LX51 User's Guide, Bank Switching. Keil Software Inc 2005. http://www.keil.com/support/man/docs/lx51/lx51_banking.htm

[5]
Linksys. Feature-rich telephone service through your Internet connection. Cisco Systems Inc 2005. http://www.linksys.com/products/product.asp?grid=33&scid=38&prid=651
[6]
Rongrong, Lin. (May 2004). PA1688 key-note speech on 5111soft VOIP. Shanghai Business Conference. Centrality Communications

[7]
Rongrong, Lin. (2005). PA1688 tech support. Yahoo Groups. http://groups.yahoo.com/group/pa1688/message/2520

Structure of the PA1688 Chip








if (Sntp_bFinished)


{


			DisplayLine(GetDateTimeDisplay(TRUE, 1), 1);


			DisplayLine(GetDateTimeDisplay(TRUE, 2), 0);


}else{


	DisplayLine(Sys_pLocalNumber, 1);


}








