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Abstract

Wireless networking has brought computer networite & new, exciting and hostile
environment. Factors that need to be considerdduaderstood during implementation
include interferences and security protocols. iggttip a WLAN is relatively simple,
allowing users to achieve mobility, but in someesaghe default security configuration
on the devices leads to inferior security measiumgdemented. Security leads to a
higher implementation complexity. Wireless acgagmts (AP’s) can be connected at
any open port on a network, allowing unauthoriset@raal users to gain access to the
secure internal network, bypassing a vast majaitgecurity measures. Discovering
the location of rogue AP’s aids the wireless usepriotecting their secured network.

Using spectrum analysis and trilateration, thegei@oAP’s can be located.

1 Introduction

Recent years have seen the rise of mobile usensRidA’s, laptops and mobile phones, at the same
time, network connectivity is becoming increasingliegral into this wireless environment. With

the added convenience of wireless networking, n@lslpms have arisen.

The 802.11x range of technologies has been adopte@ global scale, making Wi-Fi near

ubiquitous. In this paper we will be dealing sfieally with 802.11b/g/n wireless technologies.

Security in the wireless network has had to oveemome hurdles, with default settings on
hardware most frequently set to the least secu@enm aid in user friendliness. The first wireless
security protocol, WEP, was widely adopted andalyt proved effective at preventing unwanted
users gaining access. After scrutiny of the proltdny attackers and cryptologists, WEP was
discovered to have serious flaws. Security hasesbbeen improved with the release of WPA and
WPAZ2, although still not widely adopted in the hooresmall office environment due to a lack of

wireless education of the end-user.
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Wireless networking, specifically Wi-Fi (802.11biy/technologies, propagates over a cluttered
band, 2.4 GHz, with a variety of other radio desicditionally operating at this frequency.
Interference needs to be evaluated, understoodasaiied otherwise network throughput will
decrease. One particular method of evaluatingferences is by conducting a site survey in the
wireless environment to maximise wireless usagd, dlso keep unnecessary hardware and

maintenance costs down.

Hardware and software to track user and AP locationthe wireless environment have been
produced, effectively locating users to within augle of meters. Proprietary hardware in this
regard is expensive, although the cost of softwamaing over an already existing wireless network
is cheaper in comparison. Tkié-Spy 2.4 GHz spectrum analyser has been producedag eolst

site survey tool and has the potential to be usédcation tracking.

Using three machines, in three locations, each aith-Soy spectrum analyser, and by using their
combined data (frequency and amplitude) and tréiten it will be possible to locate Wi-Fi

devices within listening range.

2 Terminology

Trilateration is the method used in the Global Barsing System (GPS), allowing the location of a
point to be discovered in space by using three knand fixed locations; although this method is
similar to triangulation, no angle measurementsregelired. The measurement of wireless signal
strength §Bm) is used to approximate the distance that theasigas originated from. Using

trilateration and this distance approximation fréhmee points, we can discover an estimated

location of the source of the signal.

2.1. Trilateration and Triangulation

Trilateration is the method of determining the tigka positions of objects using the geometry of
triangles in a similar fashion to triangulation. righgulation uses angle measurements, with a
minimum of one known distance, to find an objedtsation, where trilateration uses the known
locations of two or more reference points and tie@asared distance between the target subject and

each reference point [14].

Figure 1 shows a simple example of triangulation, with twmwn points, Pand B, the distance

between themd) and the two angles; and b, to the third pointP;. Because of the nature of
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triangles, we know that the sum of all angles withitriangle is 180 degrees, which gives the angle
¢. Using thd_aw of Snes, the lengths of the missing sides can be calalldt@):

a b c

sinAd sinB sinC

Ps

Figure 1: Triangulation

Trilateration on the other hand, demonstratelligure 2, uses the distance from the three reference
points to the object A. These distances will give tadii of three circles and object A will be la¢ t
intersection point. Having the radii of the cireled the centre points, we obtain the equations for

the circles [14]. The equation for a 2-dimensiasiatle is

(x—a)?+(@y-b)?=r?

assuming that all the points are on the same plaodind the intersection poinf, y) of the

circles, the equations of the three circles nedukteolved simultaneously.

To solve for 3-dimensions (a sphere) the equas@xiended to deal with tlaeaxis [14]:

(x—a) '+ (y—b)¥+(z—c) =712
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Figure2: Trilateration

2.2. dBm unitsof Measurement

Signal strength in a wireless network is measursthgudBm (decibel milliwatts), which is
measured on a logarithmic scadBm andmw (milliwatts) both measure the power level, dBm

is most widely used as\W can become a very small meaningless number vacklgu Devices
will be marked with a receive sensitivity and angaitter power output in this scale. An important
fact about this scale is if you adddBm, you double the power output and subtractirdBg will
halve it [6].

This measurement is particularly useful when wagloat the distance a signal is coming from, if it

is known at what strength the signal was transuhitte

3 Wireess Security

Security is often viewed as a complicating factomreless networking and can be a difficult task
to implement, even for skilled system administretomMobile users prefer the connection to be
automated as they move between wireless netwooksiecting to any AP, obtaining IP addresses,
gateway information and DNS server addresses thr@lCP. An automated connection process
is acceptable in a highly mobile environment, battwhen the network needs to be secure [5].
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A secure wireless network, in theory, only allowsh@rised devices to connect and protects those
devices from attack. Extensive overhead is cardetito secure the network which becomes
increasingly complex as security improves, leadmgveak security solutions implemented by the
typical end-user. The responsibility placed onuker ranges from specifying the types of security
protocol used and specifying passwords for AP’s afhdnts, to managing a Public Key
Infrastructure (PKI). A more secure network is mmapmplicated to configure, leading to strong

wireless security solutions being out of reachtypical end-users [5].

A trade-off exists between security and usability any network, a more secure network
significantly contributes to the cost of setting apd maintaining the network. In wireless
networking environments, where there is a lack loygical barriers to access, a strong security

implementation is crucial [5].

Numerous wireless security protocols exist to motecess to the network and prevent packets
being interpreted by network packet sniffers. ®higinal and outdated standard wireless security
protocol WEP and newer WPA and WPA2, and theimgfites and weaknesses will be discussed
further.

3.1. Wired Equivalent Privacy Protocol (WEP)

WERP is the original security and encryption staddanplemented in 802.11 wireless networks,
which requires clients and AP’s to share a singlzret key which both use to encrypt all datalink
layer communication [3]. The goals of WEP are tot@ct confidentiality, access control and
integrity of user data from eavesdropping and tampge This is the international standard and has
been integrated by manufacturers into their 80Bdrtiware, this protocol is still in widespread use

[7].

WEP has many flawssée appendix 8.1), and is still used in many situations, it is necoended to
never use it in sensitive applications. At theetiof its release it was considered secure and after
cracks were released there was nothing better amdimal security is better than no security at all.
Many companies strengthened WEP by deploying it wather solutions like Virtual Private

Networks (VPNs), 802.1x authentication servers @thér proprietary software [20].
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3.2. WPA and WPA2

Due to the vulnerabilities present in WEP, the nigus implemented attacks and concerns that a
lack of strong wireless security would hinder tld@gtion of wireless devices in the market, a more
secure protocol was necessary and Wi-Fi Protectmmegs (WPA) was introducedeé appendix

8.1).

WPA addresses all known vulnerabilities in WEP mswre data authenticity and does so with a
minimised impact on network performance. When W®froperly installed, it ensures user data

will remain protected and that only authorised ssmay access the network, it protects against
some of the most targeted hacker attacks. Netwmaksnow offer users the ease and flexibility of

working wirelessly and securely without deployirdgieon security solutions, like VPNs [20].

WPAZ2 provides all the benefits of WPA, but useseaver encryption scheme, The Advanced
Encryption Standard (AES). The AES cipher algonitamploys variable key sizes of 128, 192 or
256-bits [20].

3.3. Recommendations on security for wireless networking

For a secure wireless network, under no circumsgamust WEP be used, multiple published
attacks existgee appendix 8.2) and allow attackers with basic network knowletiygain access to
the network. WPA or WPAZ2 is recommended in alladions [1, 20].

4 |Interferenceon WLANS

Interferences that can hamper the performance #f180/g/n networks (2.4 GHz frequency) are
discussed, with previous findings of performancgrddation analysed. 802.11a networks, which
operate on a higher frequency of 5 GHz, are notnsonty used, even though they operate on a less
used band. 802.11a wireless is not discussed,da®$ not feature on our campus, or used in our
testing. In addition, 802.11b/g/n technologiesitembe near ubiquitous in the market place.

4.1. Typical interference sourcesfound

Wireless interference can be separated into twadategories, traffic from other users of the
medium and that arising from natural or non-WLAMffic operating in the same frequency (in this
case 2.4GHz) [17]. Non-WLAN traffic is any sousrghich operates in the same frequency band as
the wireless network, this includes a range of lessl phones, any Bluetooth device, cordless

headsets, wireless bridges, cordless video-gamérodlens and microwave ovens [10]. A
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microwave oven can create interference from upQdegt away and incur relatively high packet
retransmission [11]. Any source that has the sampagation medium as the wireless network will
corrupt the signal reception [21]. Obstructionsaeen antennas also lead to reduced throughput
because the radio link depends on the energy diffidaaround the object rather than direct
radiation [8].

Traffic from other wireless users is of the moshaarn to those living in densely populated

residential areas, or multi-tenant office buildimgsere wireless networks are prevalent.

4.2. Wireless Denial-of-Service attack (WDoS)

Another source of interference, which is more nialis than those already discussed is produced
by a simple device that can be either bought oft,bwhich can be concealed and effectively
prevent any wireless transmissions occurring ivargradius. These types of devices output onto
a particular band and transmit either Gaussianemhdtise or a similar relatively high amplitude

signal. These devices are illegal, yet plans atsdclan be bought on the Internet [10].

4.3. Effectsof interference and how to evaluate them

Depending on what sort of traffic the WLAN is beinged to transport, the effects appear in
different ways. In a scenario of asynchronouditréfypical data), users will experience decreased
or variable throughput resulting in low or non-é&ig service rates, in this case the signal sthengt
meter on the user's computer will continue to ssggeat all is well, even though throughput is

down. It could also be the case that the sigmahgth meter is representing the strength of amothe

wireless networks signal.

Voice over IP over Wi-Fi (VoFi) systems affected inyerference will experience dropouts (silent
periods), as packets are lost due to collisionsthisdcan occur in both directions of the call.e$é
effects will be familiar to cell phone users, alilgh in this case dropouts are caused by interferenc

and not a fading signal.

Video being streamed over a wireless network igharscenario where high throughput is required
to provide the user with real time video. UserB @iperience dropouts, square boxes in the video
and freezing when interference exists. These Ilgh$¢ occur when key frames are lost from the

compression of the video and can only correctfitgeen the next key frame is obtained [10].
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A complicating factor when monitoring interferenseypical network congestion in either wired or
wireless networks that can have similar detrimergallts. For interference analysis, two forms
exist, protocol analysis (evaluating the respoms@terference on a given protocol) and energy

analysis (using a spectrum analyser to evaluagetsjf[10].

When conducting interference testing, a baselimetmark of the throughput needs to be obtained
without any interference and with a repeatable Veadt. Next, impairment testing is run
identically to the benchmark, but with a known rfeéeence introduced. These results can be
compared to evaluate the effects of the interfex¢h@].

4.4, Recommendations

Interferences sources need to be controlled andageah effectively, allowing full use of the

wireless network.

5 Considerationsand Asset Tracking

Every building is different in the way they are lbunow thick the walls are, what type of paint is

used (lead-based paints deter performance), filadgnets and staircases. All these factors need t
be considered when installing a wireless netwarknbximise throughput and keep users happy.
Wireless site surveys provide network planners wétailed reports about types of antennas to use,

number of AP’s and interference sources in therenment.

Detecting and locating devices and clients in thevork (authenticated or rogue) may provide
administrators with advantages in securing theiwaek and controlling interference. In addition,
details of typical wireless devices are discussed.

5.1. Wireless Site Surveys

WLAN applications have become increasingly popolsr the past decade and become a core part
of an enterprise communication infrastructure whiérprovides real-time access to information
either on the Internet or intranet. These appboat are expected to reliably support a significant
amount of users and mission-critical services. uthe increase and predicted future increase, it
is clear that the completion of an effective rafliequency (RF) site survey is necessary for
installing AP’s [11].
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Unreliable wireless coverage could prevent netwawknectivity, limit network capacity, cause
dropped network connections that may lead to thwdsaf rands in productivity lost as well as

troubleshooting and maintenance costs as the @af#om is disrupted.

The primary goal of performing a site survey idl&iermine the number and location of AP’s that
provide optimum signal strength for the organisatioA survey should be completed prior to
installation, allowing the correct placement of ARNd a sufficient amount of signal overlap. The
report from a site survey, together with a detaitedp of the area, should supply the exact
mounting points with enough detail so that theahation of actual AP’s later will produce similar

RF signal coverage.

Issues with radio signals are that they do not @gape in equal distances in all directions as
obstacles such as walls, filing cabinets and oifterferences discussed previously cause more or
less signal attenuation. In the case of a micren@xen, an AP may have to be placed near that
area for users to have lessoned effects of thefenémce. The best channel to utilise should héso

included in the report.

A survey should offer valuable information regaglithe choice of antennas, whether they be
directional or not and correctly placed to enswertdlaries inside and outside the building, and that

no coverage holes exist [6].

5.2. Location Tracking

The mass production of portable computing devitastgps, PDA’s, even some mobile phones)
has allowed users to remain connected whilst moalmgut inside buildings. This has generated a
lot of interest in applications and services regeydhe mobile user’s physical location. Location

information allows effective use of the mobile eoviment. Such advantages include printing a
document to the closest printer, locating a mobger within the environment or guiding a user

through a building [4].

The granularity of the information needed variesrfrone application to another. For example,
selecting which printer to use would require coaysened location information, whilst locating a
book in a library would require fine-grained infaation. In general, the amount of precision

required dictates the cost and complexity of tlatimn tracking system [4].
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Cisco Systems provides thaMreless Location Appliance, a proprietary solution to location tracking.
The price for this device varies between $8500 &#ID500 USD (www.pcmall.com;
www.cdw.com). As a part of th@isco Unified Wireless Network, this is a costly solution but can
efficiently track devices to within a couple of raet. The device has a fully integrated API, and

many applications can utilise the data receivegréwide multiple services [9].

RADAR User Location and Tracking System is a software-only system built over an off-thelh
RF wireless local area network. The location-awsaersices enabled BRADAR compliment an
already useful data network, makes the WLAN morkialde and reduces costs of specialized
location tracking hardware. This software is ablérack a mobile user to within a few meters of

their location [4].

5.3. Standard devices available on the wir eless networ k

Two types of communication devices exist, cliemtd access points. Clients can either connect to
each other in a peer-to-peer configuration or bioducing an AP to provide a network
infrastructure. Often an AP is a bridge between whreless and wired portions of the network,

allowing clients to use existing network infrastuwe, but have the advantage of being mobile.

Peer-to-peer arrangements are typically used aspdrary solution to connect two clients in an
ad-hoc fashion for short periods. Whereas an Adviges many network services (including
DHCP and DNS) and attempts to prevent difficuliresnedia access control, typically in the case
of the hidden terminal problem (one node tryingat& to a second node, whilst a third unseen node

is attempting to do the same).

A site survey is an extensive, labour intensivé tascollect signal propagation data around the
building being surveyed; a spectrum analyser caedpup this process. One low-cost spectrum

analyser and its capabilities are explained inidietéhe next section.

6 MetaGeek Wi-Spy 2.4 GHz Spectrum Analyser

A spectrum analyser takes measurements of sigmagth across a set radio frequency range. The
Wi-Spoy measures between 2400 MHz and 2483 MHz, whichegull range of 11 channels in Wi-

Fi 802.11b/g/n networks. Th&i-Sy device has a form-factor of a small USB flash ériv
Retailing at $99 USD, it is relatively inexpensifar the data that can be retrieved from it. It

simply consists of a 2.4 GHz radio and low-speedB d8ntroller. Another spectrum analyser on
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the market is th&€ognio AirMagnet Spectrum Analyser which provides more advanced features

(device recognition and interference signaturesd)ratails at $4000 USD [12].

Figure 3: Sample Wi-Spy output using Chanalyzer

In Figure 3, the type of output that can be received from theSyy is displayed using the included
software package blyletaGeek, Chanalyzer; with the frequency running along tlseaxis, against
amplitude (signal strength) along tlyeaxis. The above diagram shows the typical usdge o
channels in a busy area, with heavy usage on ché&nmad light occasional usage of channels 1
and 11. Notice how usage of channel 6 overlaps ndtiple frequencies (utilising channels 4, 5

and 7, 8), when doing calculations with data resej\this will need to be taken into account.

6.1. Technical DetailHardware I nterface

The Wi-Spy radio has a receive sensitivity @0 dBm and has a top data transfer raté&2b kbps.

The device enumerates as a low-speed USB Humaradtiten Device (HID), allowing multiple
operating systems to use standard drivers. Inraodesceive data &et Feature Report is sent and
the device responds with an 8-byte feature repsed Table 1). The first byte is the current
frequency position, and the following 7 bytes dre mmeasured Receive Signal Strength Indication

(RSSI) at that frequency and the next six frequesni increments of 1 MHz.

Table 1: Message received from Wi-Spy device after Get Feature Report
ByteO Bytel Byte2 Byte3 Byte4 Byte5 Byte 6 Byte 7
Frequency] RSSlof | RSSlof | RSSlof | RSSlof | RSSlof | RSSlof | RSSI of
X X X+1 X+2 X+3 X+4 X+5 X+6

Feature reports are sent sequentially and nonaparlg. The first report received will contain
RSSI measurements for 2400-2406 MHz, and the mgdrt will contain 2407-2413 MHz, and so
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on. When the report for 2477-2483 MHz is receivibe, hardware will return to 2400 MHz, and

continue to loop as long &t Feature Report’s are received [13].

RSSI needs to be converted to dBm units in softwaiteg the following algorithm:
dBm = RSSI = 1.5— 9.7

ThedBm value for the frequency can be converted to gs&zaruapproximation of the distance that

the signal has travelled.

6.2. Usage of the output

Utilising multiple spectrum analysers to colle@duency data from different geographical
locations, a scale grid can be drawn with the figethts of the known locations of the listening
nodes shown. Each node will retrieve signal stitengormation and calculate the distance the
signal has travelled. This is drawn on the griccivgles with the radius of the calculated distance
and the origin at the node’s location. By combgnihis distance information and trilateration, the
direction toward a device can be discovered. Tibeogtered device’s location can then be drawn
on the grid.

A minimum of three listening nodes will be requirfed trilateration yet more accuracy can be
obtained with additional nodes. A margin of emalt have to be catered for, where no or only
some circles intersect, this will decrease the myuof the trilateration but provide an area where
the device may be. Signal strength can be infledry interferences discussed in previous

sections.

More detail of\i-Soy usage and implementation of trilateration areusised in further chapters of
this project.

7 Conclusion

In this paper, we discussed triangulation, trilatien and dBm units of measurement and suggested
that by using trilateration and signal strengthaoied from a spectrum analyser we can discover the
location of devices in the Wi-Fi network. Therdbgating rogue AP’s and helping secure the
network. Security was discussed along with flavgsalvered in the WEP protocol, which have led
to many attacks and consequently we recommend g8ioigger protocols such as WPA or WPA2.
Interferences that affect Wi-Fi adversely affeatfgenance and need to be kept to a minimum.
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Site surveys aid in discovering interferences dfidient placement of AP’s. Lastly, using three
low cost devices, the Wi-Spy spectrum analyser,thaanethod of trilateration we can locate Wi-

Fi devices. During the trilateration calculatianmargin of error needs to be incorporated due to
interferences affecting signal propagation.
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8 Appendices

8.1. WEP and WPA Encryption

WEP uses the RC4 cipher [16], which contains séwveagor security flaws, giving rise to a number
of attacks that directly violate the goals expldirmove. The protocol standard specifies use of a
40-bit key however several manufacturers have eerihe key length to 104-bits, the latter
rendering a brute-force attack on the key impossiblfhere are shortcuts to brute-force attacks in
order to obtain the key, therefore not even 104VBEP keys are secure. The typical cipher
strength is often advertised as 64-bit, with a #0«y and a 24-bit public initialisation vectoM(|

or 104-bit key and 24-bit public IV.

For every packet sent, a new IV is generated apdrajed to the key, RC4 is used to generate a key
stream of the length of the plaintext and this kgam is XORed against the plaintext data. The
sender appends the IV into the frame header op#lt&et, and a tag is set indicating that this is a
WEP packet [18]. The packet is then sent.

The IV is 24-bits long, appending to the shared t@yorm a family of2?* keys, each frame
transmission selects one of the¥é keys and encrypts under the key. This leads tiesyread
key abuse as a single AP running at 11 Mbps wiilp&al throughput can exhaust the key space in
about an hour [18].

Numerous attacks exist against WEP. In a TCP/lfvar&, every data frame contains an IP
datagram containing large amounts of known plaintdr such an environment, an attacker can
recover a partial stream for every packet sentalysis can be conducted on the traffic to identify
the type, and this information can be used to gtlessvalues or other variables in the packet
headers, revealing more of the data and the kegrstr The known plaintext from a single DHCP
exchange can provide enough information to decddes the entire TCP/IP header of every IP
datagram encrypted by the DHCP client. Any fuécd/pted packet provides the context and hints
that can be used to identify the plaintext of # st fully decrypted packet. This process can

continue until the key streams are revealed fooatrevery IV [18].
WPA uses the Temporal Key Integrity Protocol (TKIR®)y encryption and employs 802.1X

authentication with one of the standard Extensflhentication Protocol (EAP) types available

today. AP’s and client network interface cards banupgraded to use WPA by the means of a
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firmware upgrade. Enterprises will require an auatlcation server, and home users can utilise a

special feature which allows the use of a sharedvard [20].

TKIP increases the size of the key from 40 to 128 bBnd replaces WEP’s single key with
dynamically generated keys that are distribute@yauthentication server. It uses a key hierarchy
and key management methodology that removes tracpability which crackers relied upon to
exploit WEP. After the authentication server hasegted a client, 802.1X is used to produce a
unique master key or pair-wise key for that patticisession. TKIP distributes this key to the
client and the AP, which dynamically generates ueaigncryption keys for that session. On any

given data packet in that sessi6fAp x 1012 possible keys exist.

A protection scheme against alterations to padketise Message Integrity Check (MIC), which is

designed to prevent an attacker from modifying datandividual packets and sending them on.

This check involves a strong mathematical functrowhich the receiver and sender both compute
and then compare a MIC, if they do not match, thekpt is assumed to be tampered with and
dropped.

WPA uses 802.1X authentication with EAP; EAP hasdhe presentation of users’ credentials in
the form of digital certificates, unique usernamaesl passwords, smart cards or any other secure
identity. The framework allows clients to mutualiythenticate with the authentication server,
which prevents clients from accidentally connectiogrogue AP’s and ensures that users who

access the network are the ones who are supposedhere.

8.2. Wiredless Networking Toolsand Cracks

AirSnort is a wireless LAN tool which recovers eymion keys, passively monitoring
transmissions and computing the encryption key wdresugh packets have been gathered, this tool
requires approximately 5 to 10 million encryptedclgts to be gathered, and can guess the
encryption password in under a second [2]. A newwre advanced WEP encryption cracker is
AirCrack-ptw, which can recover the key using dtelias 40,000 captured packets which can be
captured in less than a minute under good conditibh

Wireless networks can be discovered and more irdbom can be gathered about them using a tool

called NetStumbler [15], this tool is extremely sefrle and provides many features. Typical
information gathered about any AP is the MAC adslr&ervice Set Identifier (SSID), channel
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used, type of wireless (802.11a/b/g/n), form ofrgption used, estimated distance of transmission,

IP address and subnet.

Rhodes University — Computer Science Departmendrodrs 2007 Literature Review — Dan Wells



17

9 References

[1] Aircrack-ptw Homepage. 2007. http://www.cdcanmhatik.tu-darmstadt.de/aircrack-ptw/
(accessed May 28, 2007).

[2] AirSnort Homepage. 2004. http://airsnort.shneom/ (accessed May 5, 2007).

[3] Arbaugh, W. A., Shankar, N. and Wan, J. “Yo0R28L1 Wireless Network has No Clothes.”
Department of Computer Science, University of Maryland, 2001.

[4] Bahl, P., Padmanabhan, V. N. and BalachandkafEnhancements to the RADAR User
Location and Tracking SystemMicrosoft Research, 2000.

[5] Balfanz, D., Durfee, G., Grinter, R. E., SmedteD. K. and Stewart, P. “Network-in-a-box: How
to Set Up a Secure Wireless Network in Under a KéiridPalo Alto Research Center, 2004.

[6] Bardwell, J. “I'm Going To Let My Chauffeur Aner That: Math and Physics for the 802.11
Wireless LAN Engineer.” 2003.

[7] Borisov, |., Goldberg, I. and Wagner, D. “Intepting Mobile Communications: The Insecurity
of 802.11.” 2001.

[8] Button, D.Tech articles: Effect of Obstructions on RF Sgnal Propagation. 1999.
http://www.emswireless.com/english/Tech_Articlestfteart03.asp (accessed March 19,
2007).

[9] Cisco Systems. “Cisco Wireless Location Apptiari Data Sheet, 2006.

[10] Farpoint Group. “Evaluating Interference intdless LANs: Recommend Practic&dirpoint
Group Technical Note, 2006.

[11] Geier, J. “Performing Radio Frequency Siteveys to Effectively Support VOWLAN
Solutions.”Helium Networks, 2006.

Rhodes University — Computer Science Departmendrodrs 2007 Literature Review — Dan Wells



18

[12] Higgins, T.MetaGeek Wi-Spy 2.4 GHz Spectrum Analyzer. 12 February 2006.
http://www.smallnetbuilder.com/content/view/2476&/%accessed March 4, 2007).

[13] MetaGeekW-Spy Hardware Interface Specification. 12 December 2006.
http://www.metageek.net/Documents%20and%20Settid¢Site%20Documents/WiSpyHar

dwarelnterface.pdf (accessed June 5, 2007).

[14] Murphy, W. S. and Hereman, W. “Determinatidrad?osition in Three Dimensions using
Trilateration and Approximate Distance&dlorado School of Mines, 1999.

[15] NetStumbler Homepage. 2007. http://www.netdilencom/ (accessed May 5, 2007).

[16] Rivest, R. L. “The RC4 Encryption AlgorithmRSA Data Security, Inc., 1992.

[17] Rose, C., Ulukus, S. and Yates, R. “Wirelegst&ns and Interference Avoidancé/INLAB,
Department of Electrical and Computer Engineering, Rutgers University, 2000.

[18] Walker, J. R. “Unsafe at any key size; An gsa of the WEP encapsulationritel
Corporation, 2000.

[19] Weisstein, E. WLaw of Snes. 2003. http://mathworld.woflram.com/LawofSines.html
(accessed June 15, 2007).

[20] Wi-Fi Alliance. “Wi-Fi Protected Access: Strgnstandards-based, interoperable security for
today's Wi-Fi networks.” 2003.

[21] Yang, X. and Petropulu, A. P. “Joint Statistaf Interference in a Wireless Communications

Link Resulted from a Poisson Field of InterfereEé&ctrical and Computer Engineering
Department, Drexel University Philadelphia, 2001.

Rhodes University — Computer Science Departmendrodrs 2007 Literature Review — Dan Wells



