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2 Problem Component

Community networks are often serviced by limited capacity network backhauls. In relative terms this

is an expensive ongoing part of their operation. In cases where this backhaul is �nanced or donated

by other parties it is still a �nite resource. It needs to be managed and allocated equitably. The focus

of the monitoring and management should be on bandwidth, but also allow for monitoring of network

quality. Network quality can be understood as the degree of excellence that the user experiences when

making use of the network and its available services. Monitoring will reveal what services are used most

often and what those services require in terms of bandwidth to make the user's experience more valuable.

Monitoring will produce statistics which will inform the administrator how to best apportion the available

bandwidth between services and at what times certain services should get preference over others.

A problem with current network deployments of this type is ensuring that there is an equitable

distribution of the scare resource between sites. A simple division of the resource (such as each site

only having 1/nth of the total bandwidth as a maximum rate) may seem appropriate, but could lead to

signi�cant under-performance and under-utilization of the resource. This division leads to an ine�cient

division of bandwidth, especially when multiple parties are not utilising the shared link. Division needs

to be fair for each site as each site may have di�erent requirements of the resource. Di�erent site patterns

could include a school housing many computers in a laboratory all concurrently using the link or a

community centre with a couple of shared computers or even a small centre with only email requirements.

Another factor that needs to be considered is that while most tra�c may be billable other tra�c may

not be, such as a local wiki, administrative work or email. In addition, measures might need to be put

in place to limit access to certain bandwidth intensive Internet websites such as Facebook, MySpace and

YouTube [5, 16], while others may have to be restricted completely such as websites containing illegal or

pornographic material. Regularly updated blacklisted domain names [23] are freely available to prevent
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access to a range of di�erent categories of information. A usage policy will have to be drawn up which

will include prioritization for speci�c network tra�c.

3 Research Component

Two networks have been identi�ed, each with a need for a system to be deployed to monitor and manage

tra�c. Firstly, the Telkom Centre of Excellence (housed in the Department of Computer Science at

Rhodes University) testbed, the Settler City Wireless (SCW) network, which utilises many di�erent

types of technologies to connect devices, including Ethernet, DSL, WiFi and WiMAX [19, 11]. The SCW

network stretches over Grahamstown to provide access to the Rhodes University network and the Internet.

See section 3.2 for a further technical explanation of the SCW network. Secondly the Dwesa-Cwebe test

network, which is located on the Wild Coast in the Eastern Cape of South Africa [14, 12]. This area

lacks technical personnel, has a low level of economic activities, low income per capita, poor electricity

availability and is geographically mountainous. These conditions have led to the deployment of a WiMAX

network connecting �ve schools to a central base station, which allows sharing of the single broadband

connection to the Internet via a Very Small Aperture Terminal (VSAT) connection [15]. Section 3.3

explains the Dwesa-Cwebe network in greater technical detail.

The technology required for the solution to the problem discussed above is already existent, but

needs to be integrated into a single appliance. A client-server architecture will be used, with a central

server managing information about the clients and the network as a whole, and the clients transmitting

monitoring data to the server. The clients will have a dual purpose, to perform as the router for that

particular site and to transmit usage data to the server. In addition, the clients will receive updates for

their local settings. A form of centralised authentication will be integrated to aid the solution, providing

users with a single username and password.

Existing technologies and products that should be investigated include Cisco's NetFlow [4], Simple

Network Management Protocol (SNMP) [7], Cacti [28], RADIUS [21] and the Squid caching proxy server

[25]. These technologies and how they link together, are discussed in detail below.

NetFlow will provide network tra�c usage statistics. NetFlow provides more �ne grained data than

SNMP but not as detailed and high volume as packet sni�ers [24]. It is an open protocol developed by

Cisco for collecting IP tra�c information. A �ow is described as "active as long as observed packets that

are meeting the �ow speci�cation are observed separated in time by less than a speci�ed timeout value"

[3]. A NetFlow enabled router regularly exports aggregated �ows to some prede�ned collector host using

UDP. NetFlow is a widely used tool for visualisation, accounting and tra�c analysis [20]. Using NetFlow

to aggregate tra�c information it will be possible to understand how the network is being used and how

bandwidth should be separated between sites.

Key devices, such as hosts and routers may be equipped with SNMP agent software so that they

may be managed from a management station. "The management agent responds to requests for infor-

mation from a management station, responds to requests for actions from the management station, and

may asynchronously provide the management station with important but unsolicited information" [27].

Resources in the network are referred to as an object, each object is a data variable that represents

one aspect of the managed system. The collection of these objects is referred to as the Management

Information Base (MIB). Monitoring of the managed system can be done by retrieving the value of MIB

objects. A management station can then cause an action to take place at an agent or can change the

con�guration settings of an agent by modifying the value of speci�c MIBs [27]. SNMPv1 and SNMPv2

both lack security features, namely authentication and privacy [26]. SNMPv3 will be used in the project

to provide authentication, privacy and access control when managing the SNMP agents [26]. SNMP will

allow the project to manage all devices from a singular central point.
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Cacti is a complete front-end to RRDTool [22], which stores the collected data in a MySQL database.

It uses the collected data to create and populate RRDTool graphs. Cacti is capable of handling many

data sources. Of speci�c interest is that it can accept external scripts as input, and then Cacti will

gather this data in a cron-job (schedule commands to be executed periodically) and populate a MySQL

database. Due to the fact that Cacti can accept scripts allows it to accept any data input, which provides

the capability of using any monitoring software to provide data [28]. By combining Cacti with NetFlow

and SNMP outputs, a totally customisable monitoring system can be created.

RADIUS is a widely used protocol in network environments and is commonly used for embedded

network devices such as routers. Generally embedded systems cannot deal with large numbers of users

each with distinct authentication information. RADIUS facilitates centralised user authentication and

consistently provides some protection against active sni�ng attackers [8]. This project hopes to bring au-

thorisation, authentication and accountability (AAA) to the networks it is deployed within. A centralised

authentication server will go a long way in e�ectively charging for services used by speci�c users.

To aid in e�cient Internet usage, a Squid caching proxy server will be combined with the project. It

reduces bandwidth usage and improves response times by reusing frequently-requested web pages. "Squid

optimises the data �ow between the client and the server to improve performance and caches frequently

used content to save bandwidth" [25]. Squid can also be used to restrict or limit certain types of tra�c,

such as the access to illegal or pornographic content discussed earlier.

Extensive research regarding the FreeBSD [13] Operating System (OS) needs to be undertaken as this

will be the platform on which the project will be implemented. FreeBSD provides control over web, mail,

�le and support services. FreeBSD is an OS which allows dedication of your hardware to complete the

tasks you require, and the control to restrict tasks that are not necessary [13]. This OS has been chosen

as the routers and access concentrators at the test sites are running FreeBSD. This OS is also ideal for

running on embedded PCs which have lower performance hardware that traditional PCs.

3.1 Embedded PC

Various low power embedded PCs need to be considered and preferably locally procured. Although they

are low power solutions, a su�cient amount of processing will be required (400 MHz+) for routing, along

with a minimum of two Ethernet ports. The embedded PCs should also ideally run o� a Solid State

Disk (SSD) and preferably have the option of linking to an IDE or SATA hard disk drive. The device

will most likely be set up with a read only �le system, where in the event of an unexpected power down

the operating system can easily recover. Collected network usage data will either be sent to the server

to be processed or stored locally for later transmission. No VGA output will be necessary, input/output

will occur via SSH or through a serial port. An embedded PC would be better than a standard PC as it

takes up very little space, provides no visible input/output method to tamper with and requires reduced

power to provide services.

MikroTik provides numerous hardware and software solutions for monitoring and managing networks

[17]. MikroTik produce an embedded PC, the 'RouterBOARD' [18], in a variety of di�erent hardware

arrangements. These devices run a proprietary OS, 'RouterOS', which is a highly customised OS with

many features (such as routing, �rewall, bandwidth management, wireless access point, backhaul link,

hotspot gateway and VPN server). MikroTik has recently released a new network monitoring application

called 'The Dude', which automatically scans all devices on a given subnet, provides a layout map of the

network and monitors services of devices and alerts you in case some service has a problem [17]. 'The

Dude' also triggers alarms if any Intrusion Detection Systems (IDS) are running on your subnet due to

the way that it scans for devices, and the way it scans those devices for services they might be running.

By comparing this projects �nal solution with an already existing application it will be possible
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Figure 1: Grahamstown Network

to benchmark the results obtained. In this way it will be possible to thoroughly evaluate the project

application developed.

3.2 Settler City Wireless (SCW) Network

The Telkom Centre of Excellence (CoE) in the Department of Computer Science of Rhodes University has

been conducting research into cost e�ective last mile Internet access solutions since its inception in 1998.

One of the aims of the CoE was the identi�cation of a�ordable solutions for previously disadvantaged

schools. The research over the years has included Digital Subscriber Lines (DSL) [6, 2], WiFi [9, 1]

and WiMAX [11, 19] type connections. DSL was limited in that it cannot be used over a maximum

of 5km and many disadvantaged schools are further away from Rhodes University than this [6]. Over

time WiFi had bene�ts over DSL in that it was quick and easy to install, the equipment was cheap and

didn't rely on any previous infrastructure. WiFi had limitations in that it was not speci�cally designed to

connect computers at distances over 100m, requires line of sight between devices and is very susceptible to

interference [2, 9]. The research logically progressed to deploying WiMAX in the experimental network.

WiMAX bypassed most of the problems brought about when using WiFi, providing better transmission

rates, greater resistance to interference and connectivity to locations that do not have direct line of sight

[10].

The SCW test network has been deployed similarly to that of the Dwesa-Cwebe network (see Section

3.3). Refer to Figure 1 which shows the Grahamstown Schools Network. This project will be focusing

on the IEEE 802.16 (WiMAX) section of the network and perhaps the IEEE 802.11 (WiFi); as WiFi is

being phased out due to its limitations.

4



Figure 2: Dwesa Community Network

3.3 Dwesa-Cwebe Network

Figure 2 refers to the current working layout of the Dwesa-Cwebe Community Network. The network

is composed of �ve schools; Mpume, Ngwane, Mtokwane, Nondobo and Nqabara. These schools are

connected to each other via a WiMAX test bed network. The base station for the WiMAX network is

situated at Ngwane. The Telkom VSAT Internet connection (the local network's backhaul) is located at

Mpume, also located at Mpume is the Dwesa Access Concentrator.

Ngwane, Mtokwane, Nondobo and Nqabara each have a FreeBSD 6.1 PC acting as a router. They

are all low end Intel Pentium III PCs. Each router has two network cards (an internal interface and an

external interface). The internal interface is connected to the local LAN via a switch at the school, the

external interface is bound to an IP address on the �raw� WiMAX IP network (169.254.0.0/16). This

means at Mpume, Mtokwane, Nondobo and Nqabara their local network is connected to their WiMAX

CPE, while at Ngwane it is connected to the WiMAX base station.

Each of the routers are con�gured that when they receive packets from within their LAN that are

meant for computers on another network, including the Internet, they will forward them on to the next

known network/router that they are connected to. The access concentrator runs a PPPoE service. Each

of the routers use the �raw� network to establish a PPPoE session. Routers authenticate themselves with

a username and password to the access concentrator which checks the credentials and establishes the

PPPoE session. All tra�c from the school's LAN to the rest of the network or the Internet is routed via

the PPP tunnel. This allows each of the routers to forward tra�c from their local network intended for

the rest of the network (or the Internet) securely to the access concentrator. The access concentrator will

then route it onto the correct network, either to another school in Dwesa-Cwebe or to the Mpume router
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to be sent to the Internet.

Although out of scope of this project, ideally the WiMAX base station, access concentrator router

and Internet connection should be located at the same point. By situating these devices at the same

location it would be possible to prevent the number of hops required to make a connection between the

schools.

4 Project Outcomes

With a view to producing sustainable community networks and ICT infrastructure, quotas and logging

of tra�c per user and per machine would go a long way in charging for services and managing bandwidth

usage. Single sign-on for the network quotas would also be useful so that community members can access

connectivity from anywhere that there is networking.

This project hopes to produce a working demonstrable system that provides easy monitoring of

community networks, including quality, bandwidth management and authentication. It is planned that

the system will generate reports for network evaluation; reports per site, per user and per device. The

system will be designed with a management interface to allow authorised administrators to modify the

constraints and parameters of the system (speci�cally those of the site, user and device). The system will

be developed using Free and Open Source Software and will be licensed as such.

Initially the system will be produced on a virtual machine as an installable appliance, after initial

testing and evaluation of the application the project will be re-deployed onto an embedded PC. The

application end product will be distributed as source archives to permit end users to compile and install

them on their target systems. Alternatives would be to distribute them as FreeBSD ports and packages,

however, this would add complexity as they would need to be committed to the FreeBSD ports tree.

Additionally, this would limit their use to FreeBSD rather than o�ering the possibility of alternate

platforms such as OpenBSD and NetBSD.

To deploy the project to the test sites, the embedded machines (running the application) will need to

contain the routing logic of the existing routers and access concentrators in order to ultimately replace

them.

As an extra, I hope to develop a plugin for Mozilla Firefox to inform the user of their current quota

usage (per user/per device). A simple plugin can easily inform the user in the status bar of the browser

of their quota usage either on an individual or site basis.

4.1 Project Deliverables

• Overall design of system

• Develop system to design guidelines

• Evaluation of system in laboratory experiments and anomalies �xed

• Deployment of system in SCW Network and then Dwesa-Cwebe network

• Analysis and evaluation of system using collected data from deployments

5 Provisional Contents of Thesis

Chapter 1: Introduction

The introduction to the project with the goals it seeks to accomplish. Should contain back-

ground, project objectives, research questions and outline of thesis.
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Chapter 2: Related Work

Relevant work in the �eld, discussing similar projects and their outcomes. As well as all

necessary explanations about the various technologies used in the �nal solution. Discussion

on the technologies used in the project will also be in this section (such as SNMP, NetFlow

and Cacti and how they can �t together).

Chapter 3: System Design

This chapter will describe the overall system and its high level design. The design provides

the plan on which the developed system is based. The separate application designs will be

discussed and their user interfaces developed.

Chapter 4: Implementation

Development of the system is discussed with how the relevant technologies are combined; the

implementation is planned in the System Design chapter. This chapter will discuss the �ner

points of implementation with snippets of interesting code to discuss.

Chapter 5: Deployment

(Implementation and Deployment chapters may be merged at a later stage)

Once the system has been developed, it needs to be tested in a controlled environment to

ensure correctness and tested against a baseline benchmark. Testing in the lab is an ideal

environment, as testing in either Dwesa-Cwebe or SCW could prove disastrous. Once the

system has been proved to be accurate in the lab, it needs to be deployed. First to the SCW

network and then to the Dwesa-Cwebe network.

Chapter 6: Evaluation and Results

The system has now been deployed, the system has been running smoothly for some time

and much data has been collected. Discussion on the data collected will be presented in this

chapter.

Chapter 7: Conclusion

Conclusions to the project. Goals from Chapter 1 are revisited and the outcomes of the

project are discussed. Research question(s) are also answered and assess if the outcomes are

met and therefore provide some academic worth. Possible future extensions to the project

are discussed as well as methods for overcoming any shortfalls that were encountered during

the project.
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