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Abstract

The purpose of this project is to evaluate thestatgperating system that has graced the computing
world from Microsoft. Windows Vista comes with ettocg new features, security upgrades and a
friendlier user environment. Windows Vista was cifflly released to the world on the"™86f January
2007, to some anticipation by the computing wofldere was a lot of talk of the innovative features
that were present in the new operating system,dugat file systems, user interface, etc. My project
aims to investigate what Windows Vista has to offenether it features all the elements proposed by
Microsoft.
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Chapter 1 - Introduction

1.1 Project Motivation

Microsoft regards Window¥ista as their best operating system to date, featumimgmproved user
interface, new file handling system, networkinggd amproved security. The project aims to assess the
various features oVista and where possible, benchmarking results agamgtredecessor Windows
XP. One of the focus areas of the project is daeptpyista on a large scale, e.g. in a computer
laboratory situation, with tools such as GHOST amdageX. Considering such large scale
deployments, the aim is to create a singktaimage and have it multi-casted to other machimethe

domain

1.2 Document Structure

Chapter onegives a basic introduction of the project work avitht is required. A general overview of

WindowsVistaas well as its history is explored.

Chapter two takes a look at the various versions of WindMista that are available. Features present
and absent in each edition are looked at, and whessible, | give reasons as to why | feel certain

features should have been included or removed.

Chapter three starts to look at working witNista itself. Here, | take a look at installingsta on a
personal computer, taking into account system fipattons, and monitoring what automated activities

Vistaundertakes, such as automatic updates.

Chapter four introduces some of the features present in Windégts. Here, | take a look at a few of
the new features, not necessarily what is presetita edition oVistathat | am using. | will however

indicate which version d¥istathe feature might be absent from.
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Chapter five takes a look at tests conducted Vdista and its performance, and where possible,
Windows XP. Results will be presented from each &sd where tests have been conducted on more

than one operating system, they will be benchmagkginst each other.

Chapter six looks at compatibility between the Microsoft Offisuites, device drivers and some games
with Vista.

Chapter sevenwill see Vista being deployed in a computer laboratory. Two meshof deployment
are evaluatedsHOSTand Windows Automation Installation Kit (featuritmageX).GHOSTallows

for a single machine to be prepped and an imagdenteof its operating system. This image can then
be placed on a server, and have all other maclhioetng off the network to pick it up and copyat t
their hard drive. ImageX works the same way, extpigeX is a file based application whilst GHOST

Is sector based. These are explained in more diestil
Chapter eightis where | draw up my conclusions ab¥iigtabased on my findings.

Chapter nine gives some possible extensions to my project.
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1.3 Introduction — A History of Windows Vista

Microsoft began their plans for developing Windowviistain 2001, before the release of Windows XP.
At the time,Vista had the codename Longhorn and was set for rekawetime in late 2003. It was
initially meant to be an “in between” operating teys, which was to be a release between Windows
XP and the then planned, Windows 7, codenamed Btexk.

However, as work continued on Longhorn, many of fisatures initially planned for Blackcomb
gradually began to filter into Longhorn. This lexdthe release date of Longhorn being pushed further
from its initial 2003 release date. With ongoingdage becoming more common, and the fear of feature
creep, Microsoft decided to change things aroute driginal Longhorn idea which was based on the
source code of Windows XP was scrapped. Developrstmted afresh, but now basing the new
operating system on the Windows Server 2003 souome. Previously mentioned features for
Longhorn were dropped, and a completely new metloggoof development was started. This
methodology was referred to by Microsoft as thectBigy Development Life-Cycle”, a new way of

development that would address the security issssvere present in the Windows codebase.

After changing names from Longhorn Wista Microsoft began a massive beta testing prograah th
involved thousands of companies and volunteersoiiieg to Microsoft [Microsoft 8]Vista beta 1
was released to over 10 000 volunteers througtBBN developer program, Microsoft TechNet and
the WindowsVista Technical Beta Program, a program setup solelyMista beta testing. Each
subsequent build of the operating system that iehb incorporated most of the planned features of
Vista By February 2006Yista was declared “feature complete” and most of thekwbat followed
thereafter was concentrated on stabilizing the apey system, performance, application and driver
compatibilities, and product documentation. Betaf X/ista was released in late May and was made
available to the general public. This beta verswas downloaded by over five million people

worldwide.

Microsoft had hoped to have the operating systeailable by Christmas 2006, but this was pushed
further back to January 2007 allowing hardware swoitivare vendors time to prepare drivers for the
new operating system. In November 2006, Microsoftanced the completion of WindowAsta
thus bringing an end to Microsoft's lengthiest patj Finally, on the 30of January 2007, Windows

Vistawas released to the world.
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Chapter 2 — Editions

There are six main editions to WindoWssta These aré&/ista Starter Home BasicHome Premium

Business EditioyVistaUltimate andVistaEnterprise

2.1 Vista Starter

Vista Starteris designed to help people in developing techricddgnarkets learn new computer skills
and gain valuable computing abilities. This editimontains the least number of features of all the
editions, providing only the essentials for begmuosers.Vista Starter is not as popular as the other
editions due to it being available only outsidetlod United States. WitKista Starter,one can only
ever have three applications opened at any givea, tsomething that is a major headache to people

used to having ten to twenty programs opened iatea t

2.2 Home Basic

This version contains more features than startéddss than all other editions and is aimed atuser
who have basic computing needs, such as emailiogysing the internet and photo viewirldome
Basic has merely the base enhancements, such as impsaedity, stability and performance.
However, this edition lacks, what My Digital Lif(Q07] describes as; “Tools that make using a

computer fun and entertaining...”; tools such as Wimsl Media Centre and Windowero

Practically tagged as the black sheep of alMista editions,Home Basicomes as the cheapest ($199,
roughly R1400) of all the editions. Bttome Basicaccording to Marc Wagner [2007] of ZDNet is
capable of running smoothly on a low grade systartike the other editions. Wagner claims this to be
as a result oAerobeing absent from the operating system, somethiaigrequires high grade graphics

and a lot of system memory.

Home Basigs Vistds version of Microsoft Windows XP Home, and is ma¢ant for advanced users or

IT professionals. As Microsoft makes clear, thigied is directed at the home user.
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2.3 Home Premium

Home Premiumis a step up fromHome Basic This version ofVista features some more advanced
features, such as the nevero interface and Parental Access Control (PAC), nkirideal for the
home user as well as for the mobile computer. Bairsgep up fronHome Basicand being cheaper
than the other “higher order” versiotdpme Premiunhas apparently proven to be the most popular

according to Gregg Keizer [2007].

Marc Wagner [2007] refers tHome Premiumas “...Media Center and Tablet PC rolled into one”.
This edition offers users slightly more advanceatdees thartHome Basicbut does not include some

security improvements such as BitLocker encrypéind Windows complete PC backup and restore.

Home Premiunhowever provides the home user with features sgcBVD maker and Movie Maker

in High Definition, allowing users to create perabhigh quality home videos.

What is lacking irHome BasiaandHome Premiunhowever, is Remote Desktop. One would expect
Remote Desktop to be made available in the homeesdiincase one requires some kind of external
help. If the home editions are meant to be for harsers, it's very likely that assistance might be

required by users who are just getting started.

2.4 Business Edition

TheBusines<£dition of Vistais aimed primarily at small businesses that wamhake their computing
needs easieBusinesscomes with built in features that make it eas@rconnect to the business’
network and share fileRusinessloes not include the entertainment features, asdWindows Media

Center, as contained in some of the other editions.

The Businesdition introduces new features over the homeaetdit Features present Businesghat
are not in the home editions include Windows MegtBpace - which allows for what Microsoft
describes as, “...face-to-face collaboration of srgedups of Window¥/istausers...” [Microsoft 9] -

Windows Fax and Scan, offline access to files aidefs, roaming user profiles, and group policies
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amongst others. With these featur®¥Ssta Businessappears to be the Windows XP Professional

version of the/istarange.

This is the edition | will be using for my thesi®ik because it is relatively well priced and | beé it
will be the version that will prove to be populan@ngst the consumer market with time. Witbme
Basicbeing the cheapest ($199, roughly R1400 dependinth® exchange rate) aMista Ultimate
being the most expensive ($399, roughly R30@)sinessseems the best prices edition at $299

(roughly R2200), when features are considered.

2.5 Vista Ultimate

As the name states, this is the ultimate versioWisfa that has the combined features of all other
versions. Together with these featurdiimate comes with Window&JItimate Extras, which are a set
of add-ons, language packs, etc, that the useradanto the operating system to make it more

ravishing.

The Ultimate edition contains all the features that were prepdsy Microsoft for Window¥/ista This
edition introduces the security feature known atdiker Drive Encryption, a feature which encrypts
data on the hard drive in order to increase sacafitata. All in all,VistaUltimate is the ideal edition

for a user who wants all the offerings\étta

2.6 Vista Enterprise

This version ofVista builds on theBusinessdition, with improved networking capabilities,vatced
hardware-based encryption technology (BitLocked allowing for the deployment from a single disk

image. This version is only available to volumetise customers.

Pagel4 of 74



2.7 A comparison of editions

The table below lists some of the most importaatuees in Windowd/ista The table was obtained

directly from the Microsoft website [Microsoft 10]:

Home Home . .
Features . . Business Ultimate
Basic Premium

Most secure Windows ever: Windows 2 y.
Defender and Windows Firewall v

j=y
"y
L™

Quickly find what you need: Instant Searg )
and IE7 v

Elegant Windows\ero desktop experience

Best choice for laptops: Windows Mobility y.
and Tablet PC v

Collaborate and share documents: WindoWws y.
Meeting Space v

Experience photos and entertainment:
Windows Media Center

Enjoy Windows Media Center

Protect against hardware failure: Windows y.
Complete PC backup and restore v

Windows Fax and Scan

Use Scheduled Backup

Easier remote access for your business| »
Remote Desktop

Easier networking connectivity: Network and F Y.
Sharing Center v

Better protect your data: Windows BitLock
Drive Encryption

112
=

Easily make DVDs: Windows DVD Maker

YN S S SN Y S Y S A ST Y &) S

Have more fun on your PC: Games
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Create high definition movies: Windows J
Movie Maker in High Definition

Table 1 - Window¥/istaedition comparison

Chapter Summary

The various editions of Vista make it ideal for Bhprofessional to choose an edition that bestssthieir
development needs. However, this can also seraed@advantage as the average user (layman) nogkhow
which edition best suites them. The different praeges that each edition has do help the user mheasing

plans are being made. Overall, | believe the diffieeditions are a welcome.
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Chapter 3 — Installation

To begin, let me mention what | have to work witlith regard to my machine system specifications. |
did work on two different machines, one with retaty high grade specifications, and another with
what | would consider “average” specifications,ugb still relatively high. The high grade systend ha

the following specs:
* Intel Core 2 Duo @ 1.86 GHz
* 2 GB system memory
e 150 GB hard drive
* 128 MB Graphics card that is DirectX 9 compatible

Other than graphics card, which just meets the mnénum requirements for runningsta, all other
system hardware surpasses the recommended reqoiserReom here on in, | shall refer to the above

mentioned system as my “high grade” system, andiéixé system as the “average” system.
The “average” system had the following system specs

* 3.0 GHz Intel Pentium 4 processor

e 1 GB system memory

* 80 GB hard drive

* 64 MB graphics card with DirectX 9 support
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3.1 System Requirements

The hardware requirements of WindoMistaare probably one of the most talked about poiriterwit
comes to the new operating system. Users have beewplaining about the requirements that
Microsoft has put forward as the recommended systpeatifications required to ruvista These

include:
e 1 GHz 32-bit or 64-bit processor
* 1 GB system memory
e 40 GB hard drive with at least 15 GB available gpac
* DirectX 9 capable Graphics card with a minimum 8 MB onboard memory

These are the recommended system specs for rukioimg PremiumBusinessandUItimate editions.
These specs are slightly relaxed ome Basicwhich only requires 512 MB system memory, a 20
GB hard drive, but still with 15 GB available spaaad a graphics card with only 32 MB of memory
[Microsoft 4].

3.1.1 Graphics

In order to runHome Premium Businessand Ultimate at their full potential, Microsoft has
recommended a graphics card that has at least B8fMedicated graphics memory and is DirectX 9
compatible.Home Basicand Starter however do not require such, and will work justefian any
graphics card that is DirectX 9 compatible and dasinimum of 32 MB of memory. Notably, they are
the only editions that lack th&ero interface, leading me to concludesro is the cause of the high

graphics requirements.

The graphics requirements do not end there. Midrdss included a few other requirements for the
Aeroenabled editions. Not only do the graphics caedgiire a lot of their own dedicated memory, but

they also require:
* Windows Driver Display Model (WDDM) driver

Pagel8of 74



* Pixel Shader 2.0 in hardware
» 32 bits per pixel

According to a presentation given by Richard G. $U92006], out of 512 MB of onboard system
RAM, only 64 can be used for graphics memory whemimgVista and out of 1 GB, up to 256 can be
used. When runningerg, a whole 512 MB must be available to system. Thfugou have 512 MB
system RAM shared with your graphics card, enabNegis out of the question.

3.1.2 Processor

The processor is probably the only requirement llaatnot received much criticism. With a minimum
processor speed of 1GHz for both the 32-bit andif4ditions, most consumers were not too
distraught about it.

3.2.3 Memory

Vista memory requirements are the one requirement the¢ ltaused quite a stir in the consumer
market.Home Basigequires 512 MB of memory, while the other editi@il require 1 GB of memory.
Memory can be shared between memory and graphitgsbpointed out above, this is dependent on
how much memory is actually present in the system.

3.2 Single Installation Image

Installation ofVistahas changed from that of its predecessor WindoRgliXe to the introduction of a
new file based image known as the Windows ImagiwgM) file, Danielle and Nelson Reust [2007].
The operating system is written as one single infdgento the install DVD. During installation, ¢h

image is copied to the destination hard drive, agpd, and system configuration takes place.
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According to PC Magazine [2007], the image is tperating system zipped up with all its files and
folders. The image is simply decompressed oncastideen copied.

The WIM file format, being a file based format, pides Microsoft with several benefits over othée fi
formats which are sector based. Jerry Honeycut@{R0f Microsoft TechNet provides the following
benefits the WIM file offers:

 The WIM image is hardware-agnostic, meaning yoly exded one image to address different

hardware configurations.

« It allows you to store multiple images within oni&e,f something that Microsoft has taken
advantage of by shipping all tMésta editions on one single DVD.

* WIM enables compression and single instancing whigrgle instancing is a way of storing one
file for all images that reference that file. Thians images 1, 2, and 3 no longer need to have

their own copy, but mere references to one.

* WIM allows you to service an image offline. Compotsesuch as patches and drivers can be
added to an image without a new image having teréated.

« The WIM image allows you to install a disk image amy partition size disk, unlike sector

based images that can only install on disks ok#rae size or bigger.

« The WIM image allows for non-destructive deploymemhich means data can be left on the
volume on which you apply an image without losimguiy data. This is because data is not
erased from the volume to which an image is applied

The WIM file does not seem to introduce any re&esbto the installation dfistawhen compared to
XP. In fact, it takes longer. During my installatiof Vista, it took me between 30 to 40 minutes to
install Vista Businesgdepending on which machine | was installing it Wfhat is nice about the WIM
file though is that being a file based image, theious editions can be stored on a single DVD and
have all editions share files that are common. Beisreases the size of the image considerably when

written to disk.
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3.3 User Interaction

When installing Windows XP, the user is asked fomerous amounts of information. The user is
requested to input the current date, current tine#ywork information, etc, which is pretty much the

same with Window¥ista

At installation startup, there’s the usual loadofdiles in preparation for the installation. Theeu is
then prompted to enter information such as theeotitime, selecting their language of choice, emger
the product key, selecting an edition (if a prodkey is not provided) and selecting the partition o
which they would like to install the operating systto.

Vistadoes not make it compulsory to provide a prodegt lkefore installation. Instead, you can simply
by pass the product key window and select anyadiyiou desire. By doing this, one can run any
edition until activation is required, 30 days afiestallation. After this periodyista simply refuses to

boot any user to their desktop until activatioretaklace.

3.4 System Configuration (Windows System Assessment
Tool)

New to WindowsVista is the Windows System Assessment Tool or just WIh&s it is commonly
called. WherVistais installed on a machine for the first time, athaf system assessments are done of

the processor, system memory, graphics, video pleyyand system disks before the first user login.

The following diagram obtained from Richard G. Ralsf2006] shows the application programming
interface (API) of WIinSAT:
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%systern}_oot%\ : % o
: ystemroot%\
performancewinstat performancelwinstat
datastore

Figure 1 - WinSAT Application Programming Interface

The WIinSAT API is meant to provide a simple autaada€OM interface for such languages such as
Visual Basic, Javascript, HTML, XML and Powershdll. provides easy programmatic access to
WIinSAT and the data store as well as access to WinSia the Windows Management

Instrumentation (WMI) according to Russell.

A little about the components of the WIinSAT API mesented by Windows Client Performance

development manager Richard Russell:

» Data store — stores formal assessments done by WIinSAT. Maisiteesults of the last 100
assessments and deletes the oldest as new asswsaneeperformed. The initial assessment

generated during “Out-of-Box Experience (OOBE)képt.

» Graphics — assesses a systems ability to Agro. The assessment drives the hardware the
same way the Desktop Window Manager (DWM) woulde Tesults are then used by the

DWM in making decisions about enabliAgro

« D3D - designed to assess a systems ability to rendegaé3Bing graphics. The assessment
concentrates on the shader arithmetic logic unifop@ance, shader texture load performance
and post-pixel blend performance. This assessnsetdrgeted at Pixel Shader 2.0 or better

hardware.
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Memory — this assessment is focused on memory throughplihat latency, and is designed

to assess how well large blocks of memory can beecho

» Storage-— this is a “sweep” test of the hard disk in whitie physical disk is divided into
regions, and evaluated for random read and writbopeance, and sequential read and write
performance. Metrics in mega bytes per secondegrerted for each region, and an aggregated

mean of all the regions is used as that hard datksg.

e Compute (Processor assessmemt) is designed to assess a system’s computationigly ab
through the use of data compression and decompresdgorithms, data encryption and

decryption, as well as windows media encoding.

* Video — an assessment designed to assess a systemg tabglay high definition Windows

Media Video as well as for any other video forn@atwhich a codec is available on the system.

WInSAT rates each of the above mentioned hardwara scale from 1 to 5.9, with 1 being the lowest
and 5.9 being the highest. A final overall systeore known as the windows experience index (WEI)
is then determined. This score is not an averagal dfie scores, but is the lowest score that asest
by any hardware component. This means, if evergepad hardware scores an individual rating of 5.0
except one, e.g. graphics scores 1.5, then thé dwerall system rating will be a score of 1.5
[Microsoft 10].
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Rate and improve your computer's performance
¥ Manage startip programs
') Not sure where to start? Learn how you can improve your computer's performance,
Adjust visual effects

i, Adjust indexing options Your computer has a Windows Experience Index base score of m

A Adjust power settings
Component What is rated Subscore Base score

= Open Disk Cleanup
Processor: Calculations per second 49

o Ddvanced tools
Memory (RAM): Memuory operations per second 55
Graphics: Desktop perfformance for Windows Aerc 3.9

S hi 3D business and gaming graphics %
S performance 34 Determined by
lowest subscare

Primary hard disk: Disk data transfer rate 56
View and print details What do these numbers mean?
Learn more about the scores online @ Update my score

7 View software for my base score
| online

Last rating: 10/20,/2007 5:18:18 PM

Center

Reparts and Solutions

Figure 2 - Windows Experience Index generated bying WinSAT on my high grade system

The above screenshot is the rating | received fpfhigh grade” machine. Since the gaming graphics

scored the lowest rating, it serves as my oveyalesn rating.

The “average” system was not so lucky. Having &@igraphics card, it received a graphics rating of
only one. | could not gef\ero enabled on the system. | tried on numerous ocsasipdating my
graphics driver and manually running WinSAT, bud ladsolutely no luck.

The results of each WinSAT assessment are savéatéoraccess in the registry, as an XML file oa th
local machine, and in a log file. The XML file is awed at
“%%systemroot%\performance\winsat\datastore” whey$temroot% could be “C:\Windows\". The
XML file is more detailed than the log file and ¢aims information about each assessment and the
values that were attained from it. The log file @ans details about which assessment was run and th

end result of that assessment, either a success dailure. The log file is logged at
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“O%systemroot%)\performance\winsat\winsat.log”. A gdnof the log file and a portion of the XML
file are given in Appendix 1 and Appendix 2 respesy.

In an article by Faud Abazovic [2007] of The Inquihe makes it clear that he does not think WinSAT
is a good tool for assessing the capability of ahire. According to Abazovic, his computers base
score dropped after upgrading his system memorypgrade which had led to an improvement in the
performance oWVista As far as Abazovic is concerned, WIinSAT is nogaod tool for assessing

computers’ capabilities and urges users to igriore i

Another author, Adrian Kingsley Hughes [2007, ateonplains about WIinSAT. In an article, he goes
on to say, “To be honest, | can’t see the scoretti@gWindows Experience Index generates being good
for anything...”

According to a presentation by Richard G. Rus&€lDp], WinSAT does not run automatically when a
hardware or driver is upgraded or changed. In ofderthis automation to be possible, Russell
mentions that the tool would require user accoontrol (UAC) elevation, meaning more prompts for
user consent. Russell mentions that since moss$ uskrse the prompt for elevation, running of tha t
is left at the users’ discretion. What has alsanlane is that independent hardware vendors hase be
asked to run the tool automatically during softwiaistallation. Since installation runs under elevat

WInSAT can be started and system assessment capltde after the software has been installed.
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Chapter summary

The system requirements \distaare not as bad as most might think. On averaget coosputers will
meet the system processor requirements. And alththgre’s a 1 GIG RAM recommendatiovista
does run fine on 512 MB, only tiieeroeffect is lost. The installation time | find istneally that much
longer than XP. The graphical installation inteefas a definite improvement, and gives a much
friendlier look to it. With all editions on one D\t allows users to try out any edition they westd
then determine which one best suits their needsul8ihey wish to upgrade to a different editidreyt
don’'t need to go out a purchase a brand new cophefoperating, making upgrades considerably
cheaper on the consumer. The WIinSAT rating | fowad quite harsh, but the log files generated are a

great way for a user to monitor differences in g upgrades.
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Chapter 4 — Vista Features

Windows Vista comes with a plethora of features intending to enaking the new operating system
simpler, faster and more secure. This chapter takesk at some of these features, and where work

was done | present my findings and compare theimwiitat others | may have found.

4.1 ReadyBoost

ReadyBoostor “memory on a stick” as it is being calledaiseature new t¥istathat allows a user to
extend their system memory through the use of a d&#Bce. According an article by Loyd Case
[2006], ReadyBoostvill come in handy for small blocks of random Iéperations such as paging files
or other small files such as DLLs or OCXs. Accoglio CaseReadyBoostan serve these faster than
a hard disk can, especially if the disk head hasdwe substantial amounts to locate small amounts o
data.

In order for a USB device to leeadyBoostompatible, it needs to have the capability ofrapeg at
certain speeds. Loyd Case and Ed Bott, [2007] bwthtion the following speeds for the USB devices:

* 2.5 MB/sec throughput for 4KB random reads
e 1.5 MB/sec throughput for 512KB random writes

These results have to be consistent across thee eldvice, and in addition, the device must have
between 256MB to 4GB of space.

When a USB device is plugged int&/sstamachine and itfReadyBoostapable, the following screen

is presented with an option to “Speed up my system”
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— FIREBALL (M) Properties |
| General [ Tools [ Hardware [ haring | ReadyBoost |Customize|

.& Speed up your system by utiizing the avalsble space

22 on this device.

@ Do not use this device,

Removable Disk (H:) ' Lise this device.
-
toace to reserve for system spead:
General options

, Open folder to view files [ { 250 = Mg

uging Windows Explorer
L'L_ﬁ Speed up my system While the device ks being used for system speed the
S Lising Windows ReadyBoost ressrved space will not be available for file storage.
Set AutoPlay defaults in Contral Panel
Windows recommends resenving 580 MB for optimal
performance.

Pleass read our privacy statement fonline)

Figure 3 - ReadyBoost dialog boxéeft: AutoPlay popup if device is ReadyBoost capaBight:
Allocating portion of device memory

The user can then choose the amount of space tiwy tov allocate for use. If the device is not

ReadyBoostapableVistadoes not allow the user to use it as an externsitime system memory.

4.2 SuperFetch

SuperFetchs a new memory management technique introduc&fistain which the most frequently
used programs are preloaded into system memoryinmmakem readily available when it comes to
their startup.SuperFetchintroduces extremely fast startup times for commarsed programs, but
slows down a bit when a non-frequently used progsaapened. This, however, is a satisfactory trade-

off in my opinion.
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| installed Microsoft Office 2007 on both myista machine as well as my Windows XP machine
(running exactly the same system specificationthasof theVista machine) to try and monitor this.
My most frequently used program in the Office sust®©utlook, so | based most of my monitoring on
it. Below, | present a graph of the times in sesoiidtook Outlook to open on the two operating
systems over a period of one month:

Outlook 2007 startup times

16
14 ‘\
12

10

=—\fiSta

N

Start up time (seconds)
oo

1 2 7 14 30
Days

Figure 4 - Microsoft Office 2007 startup times oistd and XP

On each of the 30 days, | would open and closeoOkitbnce a day on both machines. As the graph
shows, the startup time of Outlook decreased ceralidly over time oWista and though | noticed a

decrease in the startup time of Outlook on XP df Wés not as substantial as that\éikta.

| also performed monitoring tests on Mozilla Firef?.0, also over a period of a month. With Firefox
however, | went ahead and added additional seargimes as well as a plugin, forecast-fox. Over the
next month, the startup times of Firefox was maettioon the two machines, and like that of Outlooks
results, there was a decrease in the startup tink@refox on the Vista machine, whilst on the XP
machine, there was a substantial slow down afeeirtstallation of the forecast-fox plugin and searc
engines, which were installed exactly one weekr dfte test began. Exactly one day after the plugin
and search engine additions, there was a greataserin XP Firefox startup time, bdista did not
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show that great an increase. Over the next weeth dperating systems showed a decrease in the

startup times, bwistashowed a greater decrease. The graph below shewsdhlts of this:

Firefox startup times

Startup time (seconds)
[=)] co
x <
o Iy
o

Days

Figure 5 - Firefox startup times on Vista and XP

From the above results, there’s no doubt in my ntivad SuperFetchuses system memory as a cache.
This is further supported when | open the task ganand take a look at the resources page. At any
given time, after about two months of running ofiniing Vista, | found my memory usage sitting at

over 45% after Windows startup. This equates toMB0of my system memory constantly being used.

4.3 User Interface

One of the biggest talking points of Windowssta, and in my opinion also one of its big selling
points, is the new user interfacéista features the nevdero interface which comes with additional

visual benefits such as Windows Flip 3D and Liveiifinails.
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4.3.1 AERO

Aero comes fitted with a stylish new look f¥lista, providing transparency effects on all windows tha
are not maximized. These features however do noeaeithout a price. One dfista’s requirements

for those editions that arBero capable as mentioned above is a 128 MB DirectXo®patible
graphics cardAero provides a new look t¥ista that | think is elegant and neat. The transparency
effects are completely unobtrusive, and an absgbytéo work with. According to Jen Matzan, [2007],
“The new Windows Aero theme is strikingly attraetiand adds significantly to Vista's overall user

experience.”

The following figure shows the difference betwéerobeing enabled (left) and whéerois disabled

Figure 6 - Aero in action on the left, Aero disabten the right

Aero is not always active when it is enabled. Wtirensystem is under strain, or a tasking program is
running, Vista automatically disables aero so asmrove system performance. | noticed this when
running programs that had video output of some soch as VLC media player, or when | made
remote connections to théstamachine. Also, the level of transparency, colauwt ds saturation can
be dictated by the user through the “Personalizgion available when the user right-clicks on the
desktop.
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4.3.1.1 Windows Flip 3D

Windows Flip 3D is a new way of performing the siasALT-TAB for switching between opened
applications. Instead of the ALT-TAB key combinatidFlip 3D is achieved by making use of the
Windows Key (WINKEY) + TAB combination. Windows PBli3D is, as described by Microsoft
[Microsoft 3], “a three-dimensional stack [of openapplications] on your desktop”. The windows are
arranged, stacked behind one another, and ardestfotward or backward as they are tabbed through.
The beauty about this new display feature is tha displayed in real-time [Microsoft 3]. That &s

the contents of the window changes, so do the gnesvon the thumbnails, Windows Flip or Windows
Flip 3D.

Below is a screenshot of Windows Flip 3D in action:

Figure 7 - Windows Flip 3D (WINKEY+TAB)
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4.3.1.2 Windows Flip and Live Thumbnails

Windows Flip is the new look ALT-TAB, providing levpreviews of running applications. Windows
Flip however does not work on a system that doéhaveAero enabled. On an “Aero-less” system,
the user only sees the normal ALT-TAB as it is imdows XP.

Live Thumbnails is another step up in dynamic infation display. One no longer has to restore a
window from the task bar in order to see its cotseWhen a user rests the mouse over an application
on the task bar, dynamic content of that windowligplayed. Like Windows Flip and Windows Flip

3D, Aeroneeds to be enabled on the system before one caaggess to this feature.

Below is a screenshot of Windows Flip and Live Tlmails respectively:

Music

Figure 8 - Windows Flip (ALT+TAB)

Figure 9 - Windows Live Thumbnails

Windows Flip and Windows Live Thumbnails add to tneer experience in the sense that, one no
longer has to open a window in order to see itderdna. Simply move your mouse over it on the
taskbar to display the current contents of the Wimdr ALT+TAB to see all windows’ content.
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4.3.2 Explorer

The explorer interface has undergone a bit of axghaas well, though in my opinion it's nothing
major. The first thing | noticed aboakploreris the scalable folders. The folders can be scitad

the list view size (which is the default view Mista) to massively enlarged folder icons.

Below are screenshots of the folder enlargements:

T l:l@lﬁ T e G ———— ]
@-‘\;ﬂvh « Share » v|'vy|‘5e:r:h P @a&wh « Share » v‘i’l‘;ggr&_ﬂ'ﬂ ol
File. Edit View Tools Help File Edit VYiew Tool Help
| & orgoni TR open @ @ W% Oginze + 'S Views |- W ©
| |
arited ik Mame Date modified Type % e Mame Date modified Type )
AfriGraph Sub 3 (i
rE. Documents i W";";P L R f[ Documents i
=
i EE Pictures Copy I} ; EE Pictures ] 1 I
?TJ‘ Music Heavy Load EJ‘ Music i ] |
Mare » For Vista Mare » E
Icons 4
Folders v Mew Folder Folders w I
B Deskiop - Security B Deskiop - b s F
B Richard . Synergy B Richard
Public = il Adobe Reader 7.08.exe Public 3 AfriGraph Submission Winrar
- 3 . Screenshots - a
1Ml Computer 1 @WinscpSSZsetupexe 1M Computer 1
EF Metwork EF Network
1% hons02.ict.ru.ac.za 1% hons02.ict.ru.acza —_———"
Type: File Folder
£ Ehate B ohate Date modified: 10/2
5 Printers =4 Printers Size: 2.64 MB
18 HONSAS 18 HONS4S [
i B | W rrsianmiarTa . B
Adobe Reader 7.0.8.exe Date modified: 9/13/2007 4:05 PM Adobe Reader 7.08.exe Date modified: 9/13/2007 4,05 PM
Application Size: 203 MB Application Size: 203 MB
L Date created: 9/13/20074:05 PM Date created: 9/13/20074:05 PM

Figure 10 - Explorers different folder sizes

Another thing that caught my eye, and frustratedantiet, was the missing menu bar on explorer. By
default, the menu bar is hidden; something | belisvan absolute design disaster. The menu bar was
one of the first things | looked for when | operelorer, but to my shock, it was missing. After a
minute or two of fiddling around, | was finally @&blo show it by right-clicking on the window tootba

and selecting “Menu bar”.

Another nice feature of thexplorerinterface is the new drive information that is iedfiately visible

when “My Computer” is opened. Each drive is displdylong with a graphical indication of the drive
capacity, space used, and space available. A duesbshown next the drive to show its capacity,
except when the available space left on the didle below 15% of the drives capacity. When this is

the case, the bar becomes red.
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The diagram below shows te&plorerinterface:

[ o | ) [
Il\../“\_.j ; |':' ¥ Com.p.uter » - | +4 ! | Search 2|
By Orgonie > B Views ~ #2 5) @I Uninstall or change a program: 88 Map nefwork e &
Falatite Name Type Total Size Free Space
ﬁ—»l P Hard Disk Drives (1) ~
E Pictures — LIS
B Music 149 GB
o Recently Changed Devices with Removable Storage (4) “
%’ Searches 1
Public &9 Floppy Disk Drive (A:) =2 Removable Disk (D:)
—=— Remowvable Disk (E:)
Felders ~
RICHARDWISTA Workgroup: WORKGROUP
& Proceszorn Intel{R} Core(TM)2 CPU 6300 @ 1.86GHz
== Memory: 197 GB
k

Figure 11 - Windows explorer's new look

Thom Helweda [2007] however does not agree with ribes explorer interface. As far as he is
concerned, there are a plethora of buttons evengvbeexplorer which take time to figure out. His
given example is the new sidebar on each foldedewn which changes constantly between being a
tree-view and a favourites menu. His argument, ‘veg drop-down menu or tabs...so that you (the
user) can select which of the two you want...” | fithds a good argument because | also got slightly

thrown off by the side bar being divided into twarts, each doing its own thing.

I think the new loolexploreroverall is quite elegant, stylish, and definitdlyes a good job of giving
the user the option of scaling window icons. Thestainly gives the user a much greater sense of
control over their machine. The graphical displayhe space available on any disk drive is a pub, b

the menu bar that is hidden by default is a defio@n in my book.
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4.4 User Account Control

User Account (Access) Control (UAC) according tocMisoft TechNet [2007], is supposed to
“...reduce the exposure and attack surface of theating system by requiring that all users run in
standard user mode.” UAC is a way of ensuring tisats aren’t always running in administrator mode,

which should help in limiting attacks on the opergisystem.

User Account Control %

If you started this program, continue,

"::i Lavasoft Ad-Aware 2007 Installation Package
o Lavasoft 4B

- I
(%! Details | Continue |[ Cancel J

User Account Control helps stop unauthorized changes to your computer,

Figure 12 - User Account Control Dialog prompt &evation

| was quite irritated with UAC right from the sta# clean install oWistaon any system usually means
a user will be installing numerous applicationshivitthe first couple of days. In this period, |ibgk
UAC will prove to be more of a nuisance than a sécteature. | could not stand the constant prampt
for elevation whenever | tried to install a new gnaim. Fortunately, those like me that wish to desab
UAC can do so through the security policy\aéta. | find the easiest way is to go to Start->Run and
run “secpol.msc”. Select Local Policies and thewuBigy Options in the right pane, and on the left

pane, UAC options are at the bottom of the window.

Thomas Greene [2007] of The Register speaks wethefidea behind UAC but also finds it an
irritation when a user, who is already running éménistrator mode, is being constantly prompted for

credentials.

As great a change as UAC introduces to the Windopesating systems, it is still not perfect accogdin
Neil McAlister [2007] of PC Advisor. According to dAlister, UAC still allows installers to run with
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full privilege, which is potentially dangerous. ldéso mentions that certain executables that shilp wi

Vista can be used to exploit UAC but does not gifrg examples.

Paul Thurott [2007] urges users to tolerate the YAGnstant prompts for credentials. Although it
might be an irritation to most people at first, $ys once the system has been configured and all
programs installed, it becomes less of a nuisaHeebelieves UAC is an essential part of Vista’'s

“secure by design”.

The idea behind UAC is good, and both Greene andlister agree that it is a step in the right

direction, but they also believe it could have beendled better by Microsoft. Thurott on the other
hand seems to think UAC is a good idea and thatsuseould not even think about disabling it. |

believe if you are a user who does a lot of adrtiaisr work, or does simple things such as adding
environmental variables often, UAC will turn outhe an interruption to the flow of activities oreth

computer.

4.5 Instant Search

Instant search allows a user to search for anyrdentithey want on their computer. By default, the
instant search only indexes the “My Documents” éoldf the current user. This can be extended by
indexing all drives on the computer. This will thaliow the user to search for any document anywhere
on the computer. In order to change the indexinpop, go to Start -> Control Panel -> Indexing

Options. From there, the user can select whichedrie add or remove as they see fit.

4.6 Shadow Copy

ShadowCopys a feature that basically backs up files asea wsrks on them [Microsoft 7]. When a
file is modified, ShadowCopyacks up the file and makes the backup availaiidhe purposes of
rolling-back to a previous version. However, in@rdor shadow copying to work, System Protection
needs to be turned on. Once this is done, shadpresof files are created each time the system

creates a restore point. By default, this is dam=ea day. A simple right-click on a file or foldgives
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the option to “Restore previous version”, whichnigs up a window with all shadow copies made of
the file.

|| Test Document ixt Properties S el Figure 13 - Shadow Copy
| Ji_-GenemI l Security | Deiails_i Previous Versions |

The diagram to the left shows the window
ﬁ Previous versions come from shadow copies, which
1 are saved autnmaticallyto your CDITIDLﬂEF‘S hard disk, that appears When One Chooses to restc)re a
or from backup copies. How do | use previous
versions?

file to a previous version. A list of all

File versions:
o Date miodFied - available versions is made available to the

Yesterday (1) -
|| Test Do... 10/20/2007 10:50 ...  Shadow copy

user showing when in time the shadow copy
was made. The user can then select which
version they wish to restore to. The user can
choose to either over-write the existing file,

or copy the shadow copy’s version to a new

location.

Chapter summary

Vistacomes with a host of new features, most of whicprowe the general usability of the operating
system. Features such as SuperFetch and Shadovd€bpiely help improve the speed of accessing
programs and backing up documents. Although yodetrsystem RAM for the super fast startup of
programs, it is a trade-off that | find is worth kivey. Some features such as file indexing and UAC |
feel could have been done better by indexing theeesystem drives as default, and having UAC
recognizing when a user is in administrator mode aot constantly prompt for elevation. With all

features considered, they definitely help improsehility and overall system performance
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Chapter 5 — System Tests and Performance

One of the new features Vista that makes it easier to use is the introductiomstfant search in the
Windows menu bar. With this search, any file, givkat it's not a protected operating system’s file,
can be found through the search. This is achiemedista by indexing the drives available to the
operating system. However, | expected the new iimgegrocedure to rather slow dowfista, at least

in certain activities such as file copying, butdet® an increase in speed of other activities sagh
searching.

To perform the system tests, | made use of tworprog, a program called HeavyLoad, which puts
strain on the system, and another called Perforendmest, which had methods of performing hard

drive and memory tests. The workings of these @st®xplained below.

The hard drive and memory tests were performedadh Windows XP and/istaso as to have some
sort of benchmark fovista.

5.1 System strain test

The strain tests were conducted with HeavylLoad Wwhiats strain on all system resources, hard disks,
system memory (RAM), central processing unit (CPhperating system, etc. In order to stress the
resources mentioned above, HeavyLoad writes a laegg file to the temp folder (and keeps writing
until it is stopped), it allocates physical andwal memory, and it repeatedly draws Bezier pastéon

the screen.

A screenshot of Heavy Load is given below, whenweatking on the left, and when working on the
right:
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Figure 14 - HeavyLoad system strain program. Naking (left), working (right)

The graph just at the bottom end of the window shavemory and CPU usage whilst the program is
running. The red ribbon shows RAM usage, and the kibbon shows the CPU usage.

The test is conducted, for each of the operatirggesys, over a period of 8 hours. After this time,
whilst the program is still running, | try to usketsystem, and also try to use it immediately after
Heavy Load is closed. Note, both the XP &fista machines were running on computers that had the

same hardware specifications.

5.1.1 Performances

After running HeavyLoad for approximately seven tsoand thirty minutes, here is the screenshot of

HeavyLoad from th&/istamachine:
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Figure 15 - HeavyLoad screenshoivosta.

CPU usage (red ribbon) was almost at 100% but Idcstill use the computer without any delay. With
HeavyLoad still running, | tried accessing my fjlgeewing documents, browsing the internet and even
playing a couple of games (solitaire, chess titats), and the responses were still very quick. Aimo
all physical memory had been taken up, which medm®st all that | was doing was operating on
virtual memory. Even when running other applicasiomemory was not reclaimed from HeavyLoad.

An instant search preformed using the search istdm menu yielded results almost instantly.

After the same amount of time running HeavyLoadé, here’s the screenshot of the whole screen:
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Figure 16 - HeavyLoad on Windows XP

Windows XP had run out of virtual memory (the bahlopopup at the bottom right corner) and a
window drawing error had been encountered. Degpése problems however, | was still able to use
XP just fine. Initial lag was experienced wheniedrto open other applications, but after a whikgge
felt almost normal. | then performed a search fditealocated in the same directory hierarchy as th

Vistamachine, but the search took longer tN@stato yield its results.

Even under considerable system strain, both operatistems still appeared to hold their own in g&erm
of usage. Whether or nbfistaran out of virtual memory as well and decided toohotify me about it,

| don’t know. But XP did. This leads me to draw tenclusion tha¥ista’s memory management is
better than that of XP since it still managed terape fine without having to give up all of its tual

memory
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5.2 Hard drive Tests

The hard drive tests were conducted using a proggraown as PassMark’s Performance Test. The test
works by performing three tasks on the hard disistlly, it conducts a disk sequential read by drept

a large test file and reading the file sequentidityn start to end. Secondly, it performs a disk
sequential write in a large file which is writtam disk sequentially from start to end. Lastly, ded a
disk random seek read and write in which anotheeldile is created on disk and then randomly read.
This is achieved by performing a “seek” in whichaadom position is selected in the file and a 64KB

block is either read or written.

The test was run five times on both Wistamachine and the XP machines and the results dfrtake

test were taken to be concrete. The following fgushow the results from both operating systems:

') PerformanceTest 6.1
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# Disk - Sequential Read Resuit |D o Ir\-1El'ﬂlesJE:ec. & s e 50 |
This Computer (C:} 5786 L 3 ]
# Disk - Sequential Write Result ¢ . . MBylesfBec. 60, I
This Computer (C:) 57.9 E i
» Disk - Random Seek + RW Result .. . MBylesfBec. 10, !
This Computer (C:) 287 [ —
i) Disk Mark Result ID : ICor'lnposlite average .SUD | l
This Computer 4282 E =]
{2t PasslMark Rating Result (8 oy OMpOSlieauage:, B0
This Computer (Partial result) 856 |- ]
Ready

Figure 17 - Vista hard drive performance test
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= Disk - Sequential Write Result |D L IMBVEESIS.E':' R 5 |
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# Disk - Random Seek + RW Result |IJ o .MBVEESIS.EC' L 10 |
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£ Disk Mark Result 8 cCompositeaveiader S0y
This Computer 4m.2 = =
£ PassMark Rating Result |D L CD':”DDS.HB agtads; 50 |
Thiz Computer (Parial result) g0.2 E 3
[Ready s

Figure 18 - XP hard drive performance test

As mentioned earlier, both XP aMilsta were running on computers that had exactly theessystem
specifications. However, the XP machine performieéthaks faster than théista machine except the
sequential write. From the above results, | caly assume that file access is sloweibstathan it is

on XP. But with the new file indexing system\éitta,one would expect file access to be quicker.

5.2.1 Searching

Searching was a bit hard to put a time to sinceoKly searches after the entire search string has be
enteredVista on the other hand searches as the user typesndl filnis “search as you type” style of
Vistato be extremely quick and effective. In a sensis, makes/ista considerably faster than XP. By
the time a user finishes typing, it takes no mdw@nta second or two fafistato present its search
results, XP would however only now have been stgrthe search. The search is over the index file
Vistacreates of the drives, another thing making tlaeckevery fast.
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5.2.2 File Copying

The file copying test was performed in two wayse om a public network to which there are thousands
of other machines connected, and another to whmbnhected only the computer in testing and the
server housing the files to be copied. The lattenario allowed me to test the speed of each machin
on a network that had no traffic other than the logieag generated by the server and the machine unde
testing. The former scenario allowed assessmettieomachines when there is a lot of noise on the
network. In each case, the time taken to copy ilbe Was noted and recorded. | wrote a simple C#
program that allowed me to copy files and time homg it took to copy them. The source code can be

found attached as Appendix 3.

As with the previous tests, both théstaand the XP machines were tested, and in eacltdsst the
copying of the files was done three times and tlezagge was taken as the time for that machinean th

particular test scenario.

5.2.2.1 Public network

In the following test, each of the machines wasneated to my institutions student network and a
single public server was accessed for file copyindhe first copy test case, a single folder aési47
MB, containing 47 (45 visible, 2 hidden) files cdnous sizes was copied from the server to my test
machines. The copy tests were conducted three timeasree different days of the week (Monday,
Thursday and Saturday). On each day, the copyirggdeae in the morning between 9am and 10am,
afternoon between 1pm and 2pm, and finally evebigigveen 5pm and 6pm. The results of each test
for each day were averaged out and results wera@nalsl. The results for both the XP axitsta

machine are plotted on the graph below:
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Figure 19 - Numerous file copy results

On all three copy attempts, the XP machine outperéd theVistamachine. This result could be partly
related to the file indexing present\ista. If files being copied are being copied to foldefsich are
indexed, it's then possible this will slow thingsveh.

For my second test case, | copied a single lalgé4i4 GB) from the same server to my test machine
The results of the copy are graphed below:
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Figure 20 - Single large file copy results

The single large file was copied faster by Yheta machine than the XP one. My suspicion is thatether

is less indexing happening with a single file, tdesreasing the copying time.

From the above graphs, there isn't that greatfargiice when it comes to file access across a mietwo
In the graphs, there were times when the network quéte congested, leading to increases in the time

taken to retrieve files for both the XP machine #mVistaone.

5.2.2.2 Two-machined network

In this test case, a domain was setup with a Wirsd8erver 2003 box serving as the machine hosting
the files to be copied. The network was achieveduth the use of a four port D-link Broadband VPN
Router. The machine in testing, both the XP or &stachine, was connected to the network, and the
files were copied from the server to the machingesgting. As with the previous test, two methods of

copying were evaluated.

The first test saw the copying of the 747 MB foldensisting of 47 files. The results attained foz t
tests were considerably deceiving. Each machinke e@er an hour and a half to copy the files. This |
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attributed to the router | was using. Overall, éheras only a couple of seconds between the XP
machine and th&ista machine, with XP copying the files in 1hr33min27,sehilst Vista achieved
1hr33min40sec.

The second test had me copying the large file (38) from the Server 2003 box to the testing
machine. This time, each machine took about 3 htursopy with Vista copying the file about a

minute and a half faster than the XP machine.

On average, across all copying tests conductedg tivasn’t that great a difference between the two
operating systems.

5.3 Memory Tests

The memory tests were conducted using the prograrfoffance Test, the same program used to

conduct the hard drive tests. The program perfahmgollowing five tests on system memory:

» Allocate small block— this measures the time taken to allocate areldneall zeroed memory
blocks around 100KB in size)

e Cached —measures the time take to read a small chunk ofonesmall enough to be held in

cache.
* Un-cached -measures the time taken to read a large blockeafiony too big to store in cache.
* Write — measures the time taken to write information to mgm

* Large RAM — measures the time taken to allocate large amadiR&\M and the time taken to
read this RAM

The tests were ran on both the XP afista machines and compared with each other. The sdretns

below show the output of the test program on badlchimes:
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Figure 21 - Vista memory test results
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Figure 22 - XP memory tests results

From the above results, it would appear as thougmaony management in XP is better théastasince
the test program is able to read and write to amch fmemory faster on XP than dfista. However, |
believe the reason this is the case is based lgntinethe SuperFetchmemory system iVista. Since
programs are now constantly kept in memory, it Waulean that less memory would be available to
other requesting programs, such as the test progmathis case, it will probably not be able to gst
much memory oVistaas it can on XP, highlighting an earlier mentiopeiht regarding applications

not used often taking longer to start.

5.4 Defragmentation

Defragmentation ifvVistahas now been automated. The defragmenter now byrdgfault, once every
week at a time that should be undisruptive to nusstrs. Users can still run it manually at any time.
What is notably different is the absence of thepbieal display of the level of fragmentation on the
disks. Considering that the defragmenter runs s as it does, it's highly unlikely that disks Mok

fragmented and hence the change in the defragmereeiace.

Chapter Summary

Vista handles system strain quite well from the testeriducted. Even under heavy CPU load and
running out of physical memory, | was able to usaithout any glitches. A couple of lags were
initially experienced, but these quickly faded awywould appear that the new memory management
of Vista allows it to use virtual memory considerably betfean XP. However, the new memory
management system slows memory access accordthg tesults obtained from running Performance
Test. The difference between XP afidtawas not by much, a difference that | think cartderated.

Page50 of 74



Chapter 6 —Compatibility Tests

The compatibility tests take a look at some appbcs used and what problems were encountered
whilst using these applications, if any. In the ecasf the Office suite tests, each was run for
approximately three months on each machine, XP\4sth, used on a near daily basis in order to

identify any compatibility issues that may havesan.

6.1 Office 2003 and 2007

This test did not involve anything that would pusply crash or cause problems for Office. | simply
used the application as | would on any other cosmputreating documents, formatting text, creating

tables, etc.

After running Office 2003 for about three monthsyds quite content with its performance. In that

time, | never experienced a single system craste treen, or have any compatibility issues.
Office 2007 offered me the same level of perforneaa Office 2003.

Fears of Office 2003 not running &fista are all misplaced, as both the office suites wael with
Vistaas they do with XP. Does one perform betteM@ia? It doesn’t look that way to me. Both suites

performed quite well.

6.2 Drivers

There has been fear that many applications willbetompatible withV/ista As a result, Microsoft
released an applications compatibility update whaddresses these compatibility issues [Microsoft
Help and Support 1, 2007]. In the article about ¢benpatibility update, Microsoft lists numerous
programs, games and firmware that are now suppdmedista In the same article, Microsoft
mentions issues that may arise after the instaflatif the compatibility update, issues such as €D o

DVD devices not working. A link is provided in thaaticle to a possible solution to the problem.
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According to the article, this problem arises daeatlegacy application installing drivers that are
incompatible withVista

After installing Vista | found that numerous updates had been downloadddnstalled. A restart of
the system (which was compulsory after the updae) my system up and running with no problems.
Vista comes with a pretty large drivers’ database. Télevant drivers are indentified and installed
during system configuration. If a driver is not falin the databas¥jstaautomatically connects to the

internet, downloads the relevant driver, and autarally installs and configures it.

| found that the problem with driver issues arodeemv | installedVista on a machine that was not
connected to the internet. The sound drivers ferrttachine | had installedista on were not in the
pre-packVista driver database. As a result, | was without souddwever, after connecting the
machine to the internet, | found myself being proedpfor a restart after updates had had been

downloaded and installed. Upon restarting, my awdise working just fine.

That's not to sayista will always find compatible drivers for every maod. On my test machine, it
appeared as though audio drivers had been instatietediately after installation. However, sound
was not coming through. | had to manually instadl drivers on the drivers CD before the problem was
resolved. It appears as though there are genevierdifor certain model sound cards, e.g. Inteflsaf

a certain make, however, the motherboard drivem@Chave a version of that driver that is spectfc
that card. Unfortunately/istadoes not seem to determine this. In such a situgdte onus falls on the

user to install the appropriate driver.

6.3 Games

Gaming is one of the most important things wheeoines to computers in my opinion, and if | am
going to be usinyistaon a daily basis, | thought it would only be fartry out some of my favourite
games and see how they perform on the new Direbtd have on my system an Intel onboard 128
MB DirectX 9 graphics card. | am making the assuampthat most gamers out there will have a
graphics card with roughly these same specification

The games | tested on the system were Doom 3, Umieeanament 2004, Quake 3 and FIFA 08.

Doom 3 is known for its high system requirementsagsed befor®ista,whilst FIFA 08 has relatively
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low system requirements but was released aistia. | chose the above games to test based on their
differences such as one requiring high performararelware (Doom 3), others being dependent on
languages such as OpenGL (Quake 3), and one kamgrfew (FIFA 08).

Doom 3

Doom was the first game | tried out, and low antdb& | came across problems. When | ran the
game, there were no textures in the world or onctieacters. Originally | thought it was because of
OpenGL being dropped frordista, but then | realized it couldn’t have been sinceak®u 3 (an
OpenGL based game) is able to run perfectly.finthen installed the game on a sepandista
machine, still with the same system specificatidng, this time, the machine had an nVidia 6600GT
AGP card. Needless to say, the game ran justéaeihg me to the conclusion that the initial praige

experienced were not attributed\Msta, but rather to the graphics card | had onboard.

Quake 3

Quake was the second game to be tested. This okedvjust fine. It had wonderful response times, |
didn’t have to turn down the video resolution asatile any features. It played just as well asdt tra

the XP machine.

Unreal Tournament 2004

This game played very well ovista. In fact, it played considerably better than it did Windows XP.
When ran on the XP machine with the specificatioremtioned at the beginning of this paper, it lags
and runs at a low frame rate. However, when raWista, it performed considerably better, no lagging,

and it ran at a much higher frame rate.
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FIFA 08

FIFA 08 was released less than a month ago (Ogtdlear months aftevistawas released. Playing it
on XP was smooth and welcoming. ®ista however, it lagged. Not too much, but noticeablew

compared with XP.

On average it looks like most games will work foreVista.

Chapter summary

The Office Suites are definitely compatible whfista, both 2003 and 2007. In terms of one being
better than the other drista, it is hard to say. After running them both for gbly three months each,

| found no problems or differences in performanéesither on the XP an¥ista machine. | didn’t
come across any driver compatibility issue whertalling device drivers orVista. As mentioned
earlier, the only problems that were experiencettvo@ the machine that did not have internet access
In most cases, users with internet connections valbetter off than those without. From the games

tested, it would appear the new DirectX is a frigrehvironment for gaming.
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Chapter 7 — Vista Deployment

The deployment tests were conducted in order terohehe Vista’'s ability to be deployed on a large
scale from a single source. Currently, the mostufgpwvay of large scale deployment is through the
use of GHOST. GHOSWas used to deployistaand attempts were made using Microsoft's ImageX.
The aim was to create a single install image irhldest cases and then deploy the image to 49 other

machines on the network.

7.1 GHOST

GHOST allows a user to create an image of an egisiperating system and deploy that image to all
other machines that boot off a common network. GH@Ssector based, meaning it creates a mirror
image of the hard drive on which the operating eystesides. This image can then be stored on a

server and then multi-casted to other machines.

7.1.1 Creating the Vista image

| installedVista Businessn my test machine, along with some common softwéen available in a
tertiary institution’s computer laboratory such Mgerosoft Office, Mozilla Firefox, IDEs and Text
Editors.

After installation (operating system and chosenveafe applications) | created an image of my hard

drive and placed the image on a server ready fologiment.
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7.1.2 Machine setup for Ghosting

49 machines were setup to havista deployed to them in order to mimic a computer fabmry

situation. The machines had the following speciites:
* Intel Pentium 4 3.0GHz processors
e 1024 MB system memory
* 80 GIG hard drives
» 128 MB onboard Intel graphics cards

But during deployment, some problems were encoedtetth the machines not being able to establish
connections with ICTDUMP, the multicasting serv€his error was as a result of changes that had

been introduced to the boot manager in Windvigsa.

Previously, Windows boot configuration was stonea ifile called boot.ini. In Windowgista, this has
been changed to the Boot Configuration Data Edhodedit.exe) according to Microsoft TechNet 2
[2007]. According to TechNet, the Boot Configuratidata store contains boot configuration
parameters and controls how the operating systestiauiited. The bcdedit.exe command tool can also be
used to affect the code that runs during the peraipmg system environment to the extent that yaou c

specify which operating system to boot from whientgion.

In order to rectify the error encountered earltbg following commands obtained from Microsoft’s
forums [Microsoft Forums 2007] had to be executethe command prompt (as administrator) on the

machine that is about to imaged, basically modgytime Boot Configuration Data:

Enter bcdedit /set {bootmgr} device boot
Enter bcdedit /set {default} device boot

Enter bcdedit /set {default} osdevice boot

Once complete, the machine was ready to be imaged.
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7.1.3 Deployment

Two methods of deployment were tested; one in wkilehghosting was done on a one-to-one basis,

and the second in a laboratory situation.

| connected a machine with exactly the same sysjamaifications as the one from which the image
was created to my network and booted it up. Thegemaas picked up immediately, as was expected
and as is the case with XP. An hour or so latestawas now on my test machine, exactly as it was on
my original image machine.

For my second deployment test case, | connecteatd® machines to the setup network and
proceeded to booting them up. However, the imagginally created was too large for the newly
added 49 computers which were housing 80 GIG harkeés as opposed to the 150 GIG that was
present on my image machine, understandably se &hostis a sector based program. This meant |
had to instalVista and the necessary software applications on orleeol9 machines, and create the

image from that. | went ahead, instalMidta,and created the image.

| rebooted the remaining 48 machines and waitedhi@rimage to finish loading. 30 minutes after the
image load had started; there was an error orhallmonitors complaining of a recent hardware or
software upgrade that might be causing a problemablé to determine the exact cause of the problem,
| assumed it to be attributed to the software thiaad installed on the image. Once | again, | re-

installedVista only this time, | left out the software applicats.

The image was re-created and prepped for deployrhientever, another problem of machines having
the same names came up. This issue was easilyvedsdly making use of a tool known as
wshame.exe. This program simply takes a name @acttimmand prompt and changes it for every

other machine using the DNS server on the network.

With the above mentioned problems now sorted orgbboted one machine to test out the process. It
was a success. The image was picked up, and theimealbad a unique name. The remaining 47

machines were then rebooted. Each picked up thgdrftam the server successfully.

| then recreated the image with all the above mesetil software installed, placed it on the served, a

rebooted the other machines. This time, the imaage picked up successfully.
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Other than the changes to tistaboot manger (bcdedit.exe), it is relatively easgéployVistausing
Ghost.Once the image machine has been prepped withotinenends mentioned earlier, it is smooth

sailing thereatfter.

7.2 ImageX

“ImageX is a command-line tool that enables origieguipment manufacturers (OEMs) and
corporations to capture, modify, and apply filedzhslisk images for rapid deployment.” According
Microsoft TechNet 2 [2007].

Unlike Ghost ImageX is a file based program and not sectoedhads a result, an image created using
ImageX can be modified, new programs added or reshowithout having to re-image the entire hard
drive. Another advantage of ImageX is that it alkoan image to be deployed to hard disks of any size
given that you have sufficient space for the imagee hard drives no longer have to have the same

hardware abstraction layer as the master computer.

7.2.1 Creating the install image

There are two ways in which the image can be adedig either using the command-line of the
ImageX program, or using the graphical interfac¢hef Business Desktop Deployment (BDD). | used
the BDD method of doing it to create the instalbge. With this approach, everything is done in a

graphical environment, selecting components totadde image.

7.2.2 Deployment

With the install image now sitting on the servectphnected a machine to the network and bootegl it u
The image was picked up from the server and thaddld onto the machine. The image on the server,
which was .wim file, was copied and then expandedwith normal installation, system configuration

then took place.
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The problem encountered however was related to imeskutomatically picking the image, that is, the
machine would not pick up the image from the sewiénout my explicit permission like GHOST did.

This is supposed to be possible, but | was unabéehieve this.

Chapter summary

The changes made to the boot managerista do introduce an element of change when it comes to
deployment. However, these are not major stumblilogks. Also, the introduction of bcdedit.exe,
gives people more control over the boot up conéian of the operating system. Deployment with
existing tools such as GHOST works perfectly fiméth necessary changes having been made to
bcdedit.exe. ImageX introduces a new file basedogampent scheme that allows install images to be
created from any size hard disk and still be degdop other machines that have different hard disk
sizes. The ability to create the images using eitheommand line approach or a graphical user
interface makes it slightly easier for lots of pleoj do it. The advanced IT technicians can g wie
command line approach which gives them lots of mntvhilst new users can use the GUI approach
provided by BDD.
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Chapter 8 — Conclusions

There are quite a number of new features introdueédsta that make it a pleasure to work with.
Features such as SuperFetaRro, etc, make using ®ista machine quite nice. However, most users
want to use a computer to get their work done, plagme or two once in a while, browse the Internet
here and there and probably nothing more. Afteregkvof enjoying the stylish interface thagro

introduces, one tends to forget about it and getitim their work.

The various editions thafista comes in are both a pro and con of the operatystes1. As an IT
professional, this will most likely be welcomed anthey can purchase the one that bests suites thei
needs. They do not have to acquire the top of énge,Vista Ultimate,in order to gain access to
networking capabilities. The home user who probaldgs not need all the networking features and
encryption technologies does not have to wasté¢ af lmoney orVista Businessr Vista Ultimate,but

can purchase an edition suchHimme Basior Home PremiumOn the other hand, the various editions
also serve as a con‘osta. The “lay-man” will probably not know which editido purchase. As far as
they are concerned, they simply want an operatstes on which they can perform their simple daily
tasks.

As it stands, | don't see a real “killer applicatidor Vistathat will force people to buy it. Other than
Aerg, | see no reason why one should rush out and psethsta. Like | mentioned earlierdero does
become obsolete after a while of usi¥esta. The user simply forgets it's even there. DirectX10
however could turn out to be a major selling pdantVistain the near future. As game development
companies start to take advantage of the Directeélbilities, we could see game lovers running out
to purchase&/istasimply in response to being able to play theioiaite games. However, | don't see

this happening anytime within the next year or two.

One of the more important security features intoedutoVistal think is BitLocker Drive Encryption.
However, such security is not necessary for the ehaiser, which Microsoft wisely left out of the
Home EditionsVista UltimateandVista Enterprisere the editions housing this technology. However,
there are numerous hard drive encryption softwppi@tions out there that can encrypt data on ones
XP machine. Most of these software applicationehaaen design for the sole purpose of encryption, a

purpose that in my opinion might make these apiina better than an in-built encryption feature.
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To conclude, I think that Windows XP still does wits supposed to do. With the release of a servic

pack three just around the corner, XP is onlyceget better.
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Chapter 9 — Possible Extensions

Possible extensions to my project is to perform esanore tests on some ¥ista’s new features
including BitLocker Drive Encryption as well NetwoAccess Protection. Each of these features is a

security improvement and can form a nice area p$icierable study.

Some extensive domain tests can be conducted betWista and Server 2003, as well as the

upcomingLonghorn.

More tools can be obtained to try and testVista’'s new memory management, hard drive indexing

and the new file handling system\dita.

ImageX can be looked at in more detail to try aagloy operating system images created. One can try

and have the image automatically deployed to eskent that connects to the network.

Some more rigorous system tests can be conductag sind put the operating system under more

strain and monitoring how it reacts under variatisasions.
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Appendices

Appendix 1 — WInSAT log file

211937 (3144) - winsat\main.cpp:2295: --- START 200\18 0:47:19 AM ---

212875 (3144) - winsat\main.cpp:2567: > IsFormalt/ERIsMoobe=TRUE.

212968 (3144) - winsat\main.cpp:1995: > DWM notnimg.

213015 (3144) - winsat\main.cpp:2051: > EMD dewe¢ected to be on. EMD will be restored on exit.

213046 (3144) - mlib\syspowertools.cpp:0872: > Ribadactive power scheme as '381b4222-f694-41f®-968
ff5bb260df2e’

213093 (3144) - winsat\main.cpp:2108: > power posiaved.
213234 (3144) - mlib\syspowertools.cpp:0904: >tBetactive power scheme to 8c5e7fda-e8bf-4a96-86823a8c635c¢'
213265 (3144) - winsat\main.cpp:2120: > power podiet to maximum.

214140 (3144) - winsat\main.cpp:2756: > IsOfficiBRUE IsFormal=TRUE IsMoobe=TRUE RanOverTs=FALSE
RanOnbatteries=FALSE

214218 (3144) - winsat\main.cpp:1161: > Runninge&sment: features "

261078 (3144) - winsat\main.cpp:1436: > Assessroempleted

261109 (3144) - winsat\main.cpp:1161: > Runninge&sment: graphicsformal ' -wddm’

262421 (3144) - winsat\main.cpp:1390: > DWM Assessincompleted

262484 (3144) - winsat\processresults.cpp:2109:rrot¥Wwideo memory bandwidth to the registry 0
262546 (3144) - winsat\main.cpp:1408: > DWM Assemsimesults processing SUCCESS

262562 (3144) - winsat\main.cpp:1436: > Assessroempleted

262562 (3144) - winsat\main.cpp:1161: > Runningessment: media -input {winsatencode.wmv} -encodaéat.prx}'
273390 (3144) - winsat\main.cpp:1436: > Assessroempleted

273437 (3144) - winsat\main.cpp:1161: > Runningesssent: moobego "

273468 (3144) - winsat\main.cpp:1161: > Runningesssent: mfmedia '-input {winsat.wmv} -nopmp'
273484 (3144) - winsat\main.cpp:1243: > No D3D9®up Skipping media MF op

273500 (3144) - winsat\main.cpp:1161: > Runninge&ssent: cpu -encryption’

284031 (3144) - winsat\main.cpp:1436: > Assessroempleted
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284046 (3144) - winsat\main.cpp:1161: > Runninge&sment: cpu -compression’
294234 (3144) - winsat\main.cpp:1436: > Assessroempleted

294250 (3144) - winsat\main.cpp:1161: > Runninge&sment: cpu -encryption2’
304406 (3144) - winsat\main.cpp:1436: > Assessmoempleted

304421 (3144) - winsat\imain.cpp:1161: > Runninge&ssent: cpu -compression2'
314609 (3144) - winsat\main.cpp:1436: > Assessroempleted

314625 (3144) - winsat\main.cpp:1161: > Runningesssent: mem "

319765 (3144) - winsat\main.cpp:1436: > Assessroempleted

319875 (3144) - winsat\main.cpp:1161: > Runningesssent: disk -seq -read -n 0'
333250 (3144) - winsat\main.cpp:1436: > Assessmoempleted

333265 (3144) - winsat\main.cpp:1161: > Runningesssent: disk -flush -n 0'

339359 (3144) - winsat\main.cpp:1430: > AssessRAMNLED due to an error

339421 (3144) - winsat\processresults.cpp:067 2aldtysical mem available to the OS : 1.97 GB (2,491,584 bytes)

339453 (3144) - winsat\processresults.cpp:0861itligpDWM Score to 1.0 - no DX9 capeability

339468 (3144) - winsat\processresults.cpp:0965DX6 capeability - limiting D3D Score to 1.0

339718 (3144) - mlib\syspowertools.cpp:0904: >tBetactive power scheme to 381b4222-f694-41f0-F@@H:260df2e’

339734 (3144) - winsat\main.cpp:2155: > Power gtedéored.

339750 (3144) - winsat\main.cpp:2171: > Successfeknabled EMD.

339765 (3144) - winsat\main.cpp:2196: INFO: Dwmpiae€omposition() did not return OK!
339890 (3144) - winsat\main.cpp:1752: > FinalizeQQ@BE key

339906 (3144) - winsat\main.cpp:3216: > exit vatue
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Appendix 2 — Portion WINSAT XML file

<?xml version="1.0" encoding="UTF-16" ?>
- <WIinSAT>
<Verbosefalse</Verbose
- <Programinfe
<Name>WinSAT </Name>
<Versior>V6.0 Build-6000</Versior>
<Title>Windows System Assessment ToolTitle>
<ModulePatkC:\Windows\system32\winsat.exe/ModulePatk
- <CmdLine>
- <I[CDATA[

"C:\Windows\system32\winsat.exe" formal -cancele\d8f36d06-2ec5-4191-8609-12f1f5099fd8
1>

</CmdLine>
- <Note>
- <I[CDATA[
1>
</Note>
</ProgramInfe
- <WinSPR>
<SystemScore3.8</SystemScore
<MemoryScore5.5</MemoryScore
<CpuScore4.9</CpuScore
<CPUSubAggScoret. 7</CPUSubAggScore
<VideoEncodeScorel.9</VideoEncodeScore
<GraphicsScore3.9</GraphicsScore
<GamingScore3.8</GamingScore
<DiskScore5.6</DiskScorer
</WinSPR>
- <Metrics>
- <CPUMetrics
<CompressionMetric unit§MB/s">95.80872/CompressionMetrie
<EncryptionMetric units"MB/s">47.85275/EncryptionMetric

<Compression2Metric unESMB/s">269.78885/Compression2Metrie
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<Encryption2Metric units"MB/s">441.94385/Encryption2Metric
<DshowEncodeTime uni#ss">7.97423/DshowEncodeTinte
</CPUMetrics>
- <MemoryMetrics>
<Bandwidth units"MB/s">4734.13818/Bandwidtt>
</MemoryMetrics
- <GamingMetrics
<AlphaFps units"F/s">29.5000&/AlphaFps
<ALUFps units="F/s">19.63006&/ALUFps>
<TexFps units"F/s">23.8700&/TexFps
</GamingMetrics
- <GraphicsMetrics
<DWMFps units"F/s">53.076 7&/DWMFps>
<VideoMemBandwidth units'MB/s">2808.65008/VideoMemBandwidthk
<MFVideoDecodeDur units's">1.4429k/MFVideoDecodeDu
</GraphicsMetrics
- <DiskMetrics>
<AvgThroughput units"MB/s">60.3291%/AvgThroughput
</DiskMetrics>

</Metrics>

<ExecDateTOD Friendty'Saturday October 20, 2007 5:18:18ptt»732969:62298007/ExecDateTOD

<IsOfficial>1</IsOfficial>
<IsFormal/>
<RanOverTs0</RanOverTs
<RanOnBatteries0</RanOnBatteries
- <SystemConfig
- <OSVersior»
<Major>6</Major>
<Minor>0</Minor>
<Build>6000</Build>
<ProductType4</ProductType
<ProductNameWindows Vista (TM) Enterprise</ProductNamg
- <OSName
- <I[CDATA[

Windows Vista™ Enterprise

>
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</OSName
<BuildLab>6000.vista_gdr.070627-1560BuildLab>
</OSVersiorr
- <Platform
<IsMobile>0</IsMobile>
<PlatformRole dese'Desktop™>1</PlatformRole

</Platforn®
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Appendix 3 — Copy Program Code

usingSystem;
usingSystemCollectionsGeneric;
usingSystemComponentModel,
usingSystemData;
usingSystemDrawing;
usingSystemText;
usingSystemWindowsForms;
usingSystemlO;
usingSystemThreading;

public partialclassForm1: Form
{
privatestrind] files, folders;
private Threadthread;
privateint copied= 0;
privatebool copylnProgress, done;
privateDateTimestart, end;
privateList<string> files2 = newList<string>();
privateList<string> folders2= newList<string>();

public Form1()
{

InitializeComponent();

}

*
/: populates listbox to show files to beieal
pr{vatevoid FillListBox(List<string> f)
{ for (inti =0; i < f.Count; i++)
{ int pos= f[i] .LastindexOf(\');
listBoxFilesToCopyemsAdd(f[i] .Substring(pos- 1));
} }

/~k
* Note the start time of the copying ahd &nd time. With this, we
* can get the difference and hence deteerttie time taken to copy
*

privatevoid CopyFiles()

{

start DateTimeNow;

/I copy all files
for (inti =0;i < files2Count; i++)
{
int pos= files2[i].LastindexOf(\");
File.Copy(files2][i], textBoxDestinatioext+ "\\" + files2[i].Substring(pos- 1), true);
/Istring temp = listBoxFilesToCopy.ltemsJi]. ToStg);
copieth;
}

end: DateTimeNow;
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TimeSpardiff = end- start;
MessageBoxshow('Copying complete. Time taken#+"'

(difMinutes> 9 ? diff MinutesToString() : (0" + diff.MinutesToString()))+ ":" +

(diffSeconds> 9 ? diff.Seconds oString() : (0" + diff.SecondsroString())));
done true

}

/~k
* files source location
*
privatevoid button1_ClickébjectsenderEventArgse)

FolderBrowserDialodbd = newFolderBrowserDialof);
if (fbd.ShowDialogthis) == DialogResuliOK)
{
textBoxSourceext = fbd.SelectedPath;
files= Directory.GetFiles(textBoxSourc&ext);
folders Directory.GetDirectories(textBoxSourceext);
for (inti =0; i < files.Length; i+)
files2dd(files[i]);
for (inti =0; i < foldersLength; i++)
folders2dd(foldersi]);

/I get all files in sub folders
for (inti=0; i < folders2Count; i++)
{
filess Directory.GetFiles(folders2][i]);
folders Directory.GetDirectories(folders2][i]);
for (int j = 0; j < files.Length; j++)
filesAdd(files[j]);
for (int j = 0; j < foldersLength; j+)
folders®dd(folders]j]);

}

FillListBox(files2);

itemJext = listBoxFilesToCopytemsCountToString();
}

}

/*
* copying destination
*
privatevoid button2_ClickfbjectsenderEventArgse)

FolderBrowserDialodbd = newFolderBrowserDialof);
if (fbd.ShowDialogthis) == DialogResuliOK)
{
textBoxDestinatiohext = fbd.SelectedPath;
}
}

/*
* Start the copying on its own thread smaan easily
* time its progress
*
privatevoid button4_ClickfbjectsenderEventArgse)
{
files= Directory.GetFiles(textBoxSourc&ext);
thread new Threadnew ThreadSta(CopyFiles));
threadtart();
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copylnProgresstrue

}

/*
* Timer to update the progress bar
*
privatevoid timerl_TickpbjectsenderEventArgse)

if (copylnProgress)

progressBaMalue= copied* progressBarMaximum/ listBoxFilesToCopytemsCount;

if (done)

{
progressBakalue= 0;
textBoxDestinatidBlear();
textBoxSourd€lear();
listBoxFilesToCoplgemsClear();
filesZlear();
foldersZlear();
copylnProgressfalse
done false

}

}

/*
* Cancel the copying
*
privatevoid button5_ClickfbjectsenderEventArgse)

if (thread'= null)

threadbort();
}
/*
* Exit application
*/

privatevoid button6_ClickébjectsenderEventArgse)

this.Close();
}
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