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Abstract.

Due to the pervasive nature of modern computing systems the need for
forensics has increased. The Microsoft Windows operating system is currently
the most popular operating system, thus it is essential that forensics can be
conducted on it. Traditionally forensics required expensive third party tools.
This paper demonstrates how forensic investigations can be conducted on a

Windows system using the system itself. Furthermore existing Windows
classes are identified which can aid a forensic investigator in conducting an

investigation. Through experimentation, it is shown that Windows programs
can be used as forensic tools.



1 Introduction

Traditionally computer forensics has been seen as a complicated procedure which
requires well trained personnel and sophisticated tools [10]. This paper aims
to show that computer forensics on the Microsoft Windows platform is neither
complicated nor requires sophisticated tools. The paper will showcase common
tools built into the Windows operating system which can be used during a foren-
sic investigation. These tools require no third party programs to be accessed
and are included within a standard Windows operating environment. Microsoft
Windows is currently the most popular operating system in use, with a 92%
market share [11].Due to this large consumer base, more opportunity exists
for the collection of forensic evidence. A small test program, PCSniff, was con-
structed to demonstrate simple ways of programmatically identifying forensic
data. PCSniff along with the Windows operating system, will be used to find
evidence about an average computer users daily activities. Furthermore weak-
nesses and bad implementation of Windows resources will be highlighted and
shown to contain sources of forensic data. The usage of Windows tools such as
regedit and the command line will be shown to be of great use in a forensic in-
vestigation. Microsoft has recently released Computer Online Forensic Evidence
Extractor (COFEE) [6]. This tool is aimed at law enforcement agencies to as-
sist in forensic information gathering. This paper aims to show that this tool is
not needed as it simply replicates functionality already available in Windows.

2 Background

There are numerous works available concerning forensic investigation on the
Windows platform. Most of these works advocate the use of third party tools
in order to perform the forensic investigation. One such example is Stephen
Barish’s guide to Windows Forensics where he states that the user requires tools
such as PsTools in order to conduct a forensic investigation [2]. PsTools are a
set of command line tools developed by Microsoft SysInternals. These tools are
intended to be used to administer a Windows system, but are useful for forensic
investigations [13]. However these tools are not available in a standard install
of Windows. This paper will show how the functionality of these tools can be
mimicked using common Windows tools. Lih Wern Wong demonstrated how the
Windows registry can be a useful source of forensic evidence [15]. This paper
will demonstrate some of the techniques highlighted by Wong. Other sources of
forensic data in a standard Windows system include the event log [17] and file
system [12]. These can be accessed without specialised tools and are standard
on all Windows installations.

2.1 Computer Forensics

Computer forensics encompasses a broad-spectrum of activities that relate to
the application of analytical techniques. These analytical techniques are used
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to collect, recover, authenticate, preserve and analyse electronic data [16].
The four main stages of forensics are

• Identifying possible sources of evidence

• Securing and preserving the evidence

• The analysis of the evidence gathered

• Documenting the evidence

This paper is centered around the identification stage and showcases means
of identifying possible sources of evidence. During each of these stages it is
important to follow proper methodology [10]. The most important aspect of
computer forensics is to not modify any of the data being examined [14]. The
field of computer forensics is extremely large, possible areas of application are;
response to a system breach, evidence gathering against a suspect and verifying
phishing claims by users. The possibilities are endless.

2.2 Countermeasures

Countermeasures to computer forensics aim to obstruct or prevent the collec-
tion of evidence [16]. Countermeasures can range from the destruction of
data to actively trying to prevent computer forensics from being carried out.
Possible countermeasures to forensic techniques identified in this paper will be
highlighted.

2.3 Need for forensics

The pervasiveness of information technology into everyday life and societies
increasing dependence on the availability of computers and networks, present
an increased opportunity for cyber crime [3]. This has resulted in the need
for increased computer forensics by both business and law enforcement [3].
Organisations are required to take responsibility for establishing a secure system,
this has resulted in the need for forensic audits of infrastructure [3]. With the
increase in computer related crime, the need for gathering evidence has increased
[1]. Cyber crime refers to any crime committed with the use of a computer or
computing device [10].

3 Investigation

An investigation into how forensic data can be collected on a standard Win-
dows system was carried out. The investigation was structured around the use
of standard tools available within the operating system and avoided the use
of third party tools. The test program, PCSniff, created in C# uses Windows
Management Instrumentation (WMI) classes which are standard on all Windows
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installations [8]. The WMI classes are accessible through scripts or applica-
tions.WMI classes are meant for use in the administration of a system. They
furthermore provide management data to other parts of the operating system,
[8], PCSniff taps into this functionality to extract forensic data.
The test system consisted of

• Standard Intel x86 based computer

• Partition containing Windows XP

• Partition containing Windows 7

• PCSniff, compiled using Visual Studio 2008

• Microsoft command line (cmd.exe)

• Microsoft registry editor (regedit.exe)

4 The registry

Microsoft defines the registry as a central hierarchical database used in
Microsoft Windows to store information that is necessary to configure the
system [9]. Prior to the registry, Windows stored information in .ini files [9].
Information stored within the registry can identify a user and their activities
on a system, thus making it an invaluable source of forensic data [15].
To access the registry Windows ships with Regedit, a tool that allows the
viewing, creation, editing and deletion of registry entries. Windows also
contains a command line entity, known as Reg, which allows the same
functionality as Regedit. Using these tools a forensic investigator is able to
extract valuable information about a user.
In order to show the value of the registry as a forensic data source a case
study was performed. Using the command line, the Reg command and
Regedit, information was obtained concerning user activity on the system.

In Windows 7:
reg query
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer
\ComDlg32\OpenSavePidLMRU\*

The OpenSavePidLMRU contains a list of the 20 last opened or saved files.
After running this command it was evident that the most recently accessed file
was ‘AIBlisteringSands.s2ma’. By replacing the * with a file extension, for
example
reg query
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer
\ComDlg32\OpenSavePidLMRU\exe
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A list of the last opened or saved files matching the specified file extension will
be returned. Unfortunately in Windows 7 these values are returned as binary
data. To view the file path, one needs to use Regedit to navigate to the correct
key. Once at the correct key it is possible to view the decoded value using
Regedit. An alternative solution is to use a HEX editor to view the data
contained within the key.
Windows XP:
reg query
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer
\ComDlg32\OpenSaveMRU

This has a similar effect as on Windows 7, however the data returned is in
plaintext and easily viewable in the command line. Due to Windows 7 using a
different naming system for the Most Recently Used (MRU) entries, knowledge
of the particular operating system is required for a user to successfully extract
this data.

The Windows search function makes it easier for users to find files or folders
on the computer. Windows stores a list of search terms used by the user in the
registry. This can be useful to a forensic investigator as they can access this
registry key to view a users search history. This makes it possible to determine
the users activity on the system and which files or folders they have most
recently required access to. This search information may point towards files
that the user has deleted or tried to hide.
In order to access the search history, the investigator simply has to visit the
following key:

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\WordWheelQuery
Windows does not update the MRU or WordWheelQuery keys when a user
deletes a file. This behaviour makes it possible to gain an idea of which files
have been deleted, as these keys may still contain links to files that no longer
exist. This information can be used in the recovery process of deleted files.

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs
This key contains a list of recently accessed documents, once again, values
stored in this key may point to files that have recently been removed from the
system.
USB removable devices offer portable storage of users data. These devices
however can also be used as an attack vector by external or internal agents
aiming to compromise the system [15]. The ability to retrieve information
about USB devices that have been used with the system under investigation
can be critical to a forensic investigation. The ability to associate a particular
USB device with a system offers a means of linking a user to activities
performed on that system. Users may attempt to remove files from a system
through the use of a USB device in the hope of hiding these files from
investigators. By proving that a device is associated with a system it is
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possible to infer that files on that device are related to the system and thus
prove that the system was used by the suspect. The Windows registry stores
information about every USB device that has been used on the system [15].
This information can be retrieved from the following registry key,

HKLM\SYSTEM\MountedDevices
This key is used to store information about all devices currently associated
with the system. This information is critical to a forensic investigation as it is
critical to exactly replicate the system under investigation [2]. All keys with
the start value of ‘\??\Storage# RemovableMedia’ identifies devices that have
been connected to the system but are currently not present [15]. These keys
store all information related to the devices including serial numbers and
Globally Unique Identifiers (GUID), this makes the unique identification of
devices possible. Additional information about USB storage devices can be
located in the registry, the follow key returns detailed results pertaining to
each device

HKLM\System\CurrentControlSet\Enum\USBSTOR

The information contained for each device includes

• ClassGUID - a unique GUID that along with the hardware identifier can
uniquely identify the device

• HardwareID - a unique hardware identifier

• FriendlyName - the name associated with the device

Correlating the information returned from this key with information contained
within the other keys it is possible to conclusively prove that the USB drive is
associated with the system [15].
Another interesting area of the registry is the section that identifies the users
internet history. By accessing the following key, it is possible to retrieve a list
of the last 25 URLs the user has typed into the Internet Explorer location bar.

HKCU\Software\Microsoft\Internet Explorer\TypedURLs
This information is helpful in identifying websites the user has visited.
Forensic information relating to a users browsing habits can be useful in
convicting criminals that have performed cyber crimes. The information can
also be used in validating users claims to their activity on the system. In the
case of a phishing attack this can be useful to determine which sites were used
to scam the user.

4.1 Countermeasures

The registry can also be used to counter common forensic techniques [15].
Due to the fact that the registry stores settings determining the behaviour of
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the system it is possible to modify the system behaviour through simple
modifications to the registry.
One technique of Windows forensics is examining the pagefile [15]. By default
Windows stores the pagefile when it is shutdown. This may allow forensic
analysts to determine what actions were performed on the system before the
system was shutdown [4]. By changing a simple registry key it is possible to
force Windows to clear the pagefile everytime it is shutdown.

HKLM\SYSTEM\CurrentControlSet\Control\
FileSystem\NtfsDisableLastAccessUpdate

Setting this value to 1, will force Windows to clear the pagefile. This can
greatly increase the difficulty of recovering pagefile information once the
system is shutdown. Forensic investigators need to be aware of this key and
should check it before powering down a system to ensure that possible
evidence is not lost [10]. By executing flaws in regedit, it is possible to hide
data within registry keys [12]. This is an useful technique when trying to
counter common forensic techniques which will be examining files on the disk.
Thus forensic investigators need to be aware of techniques that involve hiding
data within registry keys. The method for hiding data within registry keys
exploits the fact that regedit does not display keys with file names that are
between 256 and 259 characters in length. These keys are still visible when
viewing them using Reg through the command line [12]. Thus in order to
successfully hide forensic data it is imperative to scrub clean the registry. This
is due to the verbose nature of the registry and its ability to keep record of all
activities performed on the system.

5 The Command line

The Microsoft command line (cmd.exe) is a remnant of older DOS based
versions. The command line allows for administration of the system and access
to many utilities that do not have a graphical interface. To access the
command line, click on Start, click Run and type cmd and then click OK. As
already demonstrated, with the reg command, the command line allows access
to information about the user stored on the system. There are many
commands built into the command line that will allow detailed retrieval of
information without much difficulty. The command line can be especially
effective in the retrieval of network information. Using the netstat -aon
command it is possible to list all active network connections. The information
retrieved includes the local address and port, the remote address and port, the
state and the process identifier of all active connections. This information can
be extremely useful in determining which processes are communicating with
remote systems. Analysis of this information may assist in the identification of
malware running on the system as well as identifying possible connections
made by unauthorised persons [15]. Furthermore this information can be used
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to identify open ports on the system which could be used by external parties
to break into the system. Once active connections have been identified the
tracert and pathping commands can be used to trace the location of the
remote address. Both commands show the path taken by packets sent between
the local machine and the remote system. The analysis of this path could lead
to the discovery of an attackers location, which could be used in legal
proceedings. The command line allows for the retrieval of information
concerning users active on the system. If the forensic investigator suspects
that the user may have other accounts on a system, they can run net user
which will return a list of all user accounts on the system. Once this command
has executed, the investigator is able to run net user USERNAME which
will return detailed information about the specified user. Information returned
by this command includes the users last logon date and time, which can be
used to tie the user to activities performed on the system [12].

6 WMI classes

Microsoft Windows Management Instruments (WMI) were created by
Microsoft to allow for easier management and administration of systems
through a scripting interface [5]. WMI was designed to allow for the easy
implementation of custom scripts to perform administration of Windows, this
naturally includes the ability to query different aspects of the operating
system. Using this functionality to perform forensic analysis of the Windows
system is simply a matter of implementing the correct WMI classes. An
example program, PCSniff, makes use of some of these WMI classes to query
the operating system for useful information.

6.1 PCSniff - demonstrating WMI classes as a forensic
tool

PCSniff was implemented in C# to demonstrate how easy it is to retrieve
information from the Windows system. The reason for using C# was that it is
a high-level language which is not traditionally associated with low-level tasks
such as forensic analysis of a system. Forensic software is traditionally written
in languages such as C/C++ which are capable of interacting with the system
at the bit level. PCSniff implements WMI by including the
System.Management package. A static class Win32Info was created to provide
access to the WMI classes. The static method displayInfo is demonstrated
below

//string win32class refers to a WMI class in the form Win32_Class

public static void displayInfo(string win32class)

{

ManagementClass manager = new ManagementClass(win32class); //create management object
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ManagementObjectCollection infos = manager.GetInstances(); //get access to the class

StringBuilder sbDrvDesc = new StringBuilder();

StringBuilder sbDrvAttr = new StringBuilder();

foreach (ManagementObject info in infos)

{ // retrieve attributes returned by the class

sbDrvDesc.Append(info["Caption"] + "\t" + info["Description"] + "\r\n");

sbDrvAttr.Remove(0, sbDrvAttr.Length);

foreach (PropertyData prop in info.Properties)

{

if (info[prop.Name] != null)

sbDrvAttr.Append("\t" + prop.Name + " = ");

string str = info[prop.Name] + "\r\n";

if (str.Equals("System.String[]\r\n"))

{

String[] arr = (String[])info[prop.Name];

foreach (String st in arr)

{

sbDrvAttr.Append(st + "\r\n\t");

}

sbDrvAttr.Append("\r\n");

}

else

{ //append the attribute to attributes string

if(!str.Equals("\r\n"))

sbDrvAttr.Append(str);

}

}

// Append drive attributes

sbDrvDesc.Append(sbDrvAttr.ToString());

}

Console.WriteLine(sbDrvDesc.ToString());

}

By changing the argument to any of the 430 WMI Win32 classes [7], it is
possible to retrieve all the information associated with that management
instrument. This can be demonstrated by running PCSniff with the argument
-n, which will return all the information associated with the current users
network login profile. Running PCSniff with the argument -r will return a list
of all the WMI classes available. The user is then able to query any WMI
Win32 class by calling PCSniff -custom win32 class. This will return all
information associated with the user specified class. This functionality allows
for custom user forensic tools to be created with the investigator doing no
programming at all.
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6.2 PCSniff - forensics using the file system

PCSniff allows the user to retrieve information about a users activities on the
system through examination of the file system. This inspection is done at the
file level as opposed to traditional methods that work at the bit level. By
simply enumerating through all the files on a given drive or in a given
directory, PCSniff is able to construct a list of the most recently modified or
accessed files. Furthermore PCSniff is able to retrieve a list of all hidden files
at a user specified location. This may prove useful in finding files that a user is
attempting to hide from the forensic investigator. The method for finding file
information used by PCSniff calls on the standard System.IO package
provided in the .NET framework. The following is a demonstration of PCSniff
searching the G: drive for the 5 most recently modified files.

PCSniff -f m g: 5

Please wait, this may take a long time...

Last 5 modified files in g:

Name:avgcchff.dat

Accessed:2010/03/04 09:16:51 PM

Path:G:\$AVG\$CHJW\avgcchff.dat

Name:avgcchmf.dat

Accessed:2010/03/04 09:16:51 PM

Path:G:\$AVG\$CHJW\avgcchmf.dat

Name:pagefile.sys

Accessed:2010/03/04 06:42:58 AM

Path:G:\pagefile.sys

Name:(2) - AI - Blistering Sands.rar

Accessed:2010/03/03 07:39:58 PM

Path:G:\StarCraft II Beta\BetaMODmaps\(2) - AI - Blistering Sands.rar

Name:Launcher.log

Accessed:2010/03/03 07:23:40 PM

Path:G:\StarCraft II Beta\Logs\Launcher.log

This demonstrates how useful examination of the standard file system might
be to a forensic analyst, as they can easily assess which files the user frequently
accesses or has accessed most recently. This can also help prove that a user
has accessed certain files, which could be used as evidence by the prosecution
[10]. Furthermore, it can help a system administrator detect which files might
have been accessed or altered by an intruder, even if the system logs have been
deleted by the attacker. The functionality produced here, is similar to what is
offered by Microsofts’ COFEE tool [9]. Attackers may choose to counter this
simple forensic technique by altering the time stamps on a file. An example of
this can be seen in the following result returned by PCSniff

Last 25 modified files in e:\

Name:MIDINet.dsp
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Accessed:2014/06/08 11:16:04 PM

Path:e:\Rhodes\ComSci301\OO Design\Prac5\MIDINet\MIDINet.dsp

Name:MIDINet.dsw

Accessed:2014/06/08 11:16:04 PM

Path:e:\Rhodes\ComSci301\OO Design\Prac5\MIDINet\MIDINet.dsw

Name:PCSniff.exe

Accessed:2010/03/04 10:03:55 PM

Path:e:\C#\PCSniff\PCSniff\bin\Debug\PCSniff.exe

Possible extensions to the PCSniff tool include examination of general
Windows file locations such as the temp directory. The temp directory is used
by many programs and Windows itself to store seemingly meaningless data.
This data however can be pieced together to provide valuable information
[10]. Another area that can be examined is the prefatch folder, which contains
data about frequently accessed programs. This may prove useful in a forensic
audit, helping determine which programs were run on a system. PCSniff is
also able to return information about running processes on the system, this is
easily achieved by running PCSniff -p which will call a stored WMI class,
and retrieve a list of all running processes and the data associated with them.
In order to make examination of running processes easier, the ’s’ switch can be
used, PCSniff -p s this will return a list of running processes along with their
PID. This information can then be used with the PCSniff -p pid command
which will return detailed information about the process specified. This is
similar to functionality provided in the COFEE tool [9].

7 Conclusion

This paper set out to show how the Windows operating system can be used to
perform a forensic analysis on itself. Different methods of achieving this were
highlighted and demonstrated. The registry is a large source of forensic data
and with careful examination can reveal alot about a user [15]. Another
useful Windows tool is the command line which can be a powerful forensic tool
[10]. The command line allows access to native Windows tools that can return
large amounts of data related to a system and user. Through experimentation
it was shown that forensic analysis does not need to be a complicated activity.
Furthermore it was proven that a basic forensic analysis of a system can be
performed without the need of third party tools. A tool was constructed to
demonstrate the capabilities of the WMI classes made available in Microsoft
Windows. This showed that it is possible to easily create custom forensic tools
that are able to interface with existing Windows classes and services to
perform a forensic audit. The tool proved that it is easy to replicate many of
the functions provided by tools such as COFEE. There is ground for further
investigation into other techniques using the Windows platform as a forensic
tool against it self. This includes examining common Windows file locations
such as the temp directory and the prefatch folder.
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