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Email Password

facebook L

Facebook helps you connect and share with the Sign Up
people in your lfe. Its fee and aiways wil .

ﬂ First Name: |
ﬂ & & ﬂ\ ﬂ Last Name:

ﬂ & & Your Email
& Re-gnter Emall

New Password: !

|am:| Select S o

Bithday: Mont o | Day: f | Year o

Why do | need to provide this?

Create a Page for & celebrity, band or business.
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Facebook © 2011 - Engiih (US) Mot - Find Friends - Badges - Peopl - Pages - About - Advertising - Developers - Careers - Privacy - Terms - Help



Introduction

*A little side project of mine

*While playing with Burp Suite
« Started noticing “strange” requests to Facebook with each web-page visit

» Facebook is on almost every website visited

« Even the CS department website
» How does Facebook benefit from this?

g Like [E1 Be the first of your friends to like this.
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Easy to implement

Facebook Page URL (?) Find us on Facebook
http://mww .facebook.com/platform &#a_  Facebook Platform
Width (?) Ii a g itike
dpPps OWIINY 4a lesl usel vwe -
292 previously announced that test
accounts c
Color Scheme (?) source: Official Facebook
Developer Blog
light - link: Full Article...

Friday at 4:34pm - via NetworkedBlogs

Show Faces (?)
Facebook Platform

« Show Faces . .
O aAnTi. AW o™ How to publish updates to

people who like your Open
Stream (?) Graph Page

As part of Operation Developer
Love, we are are continuing to
update our documentation.

« Show stream

Header (?) Recently, | was talking with
some developers in New York,
v Show header and they were surprised to learn

that they could publish updates
to people who have liked their
Get Code Open Graph Pages. You can

1,463,155 people like Facebook Platform.
[ Haa & By §



Easy to implement

Your Like Box plugin code:

iframe

iframe src="http://www.facebook.com/plugins/likebox.php?
href=http%3A%2F%2Fwww.facebook.com%2Fplatform&amp;width=292&amp;color
scheme=light&amp;show_faces=true&amp;stream=true&amp;header=true&amp;hei
ght=427" scrolling="no" frameborder="0" style="border:none; overflow:hidden;
width:292px; height:427px;" allowTransparency="true"></iframe>

XFBML

<script src="http://connect.facebook.net/en_US/all.js#xfbml=1"></script><fb:like-box
href="http:/iwww .facebook.com/platform" width="292" show_faces="true"
stream="true" header="true"></fb:like-box>




Widespread

*FB “Like” on 2 million sites within 6 months after first launch*
=Gawker reported that their traffic shot up by 200 percent*

sStats from trends.builtwith.com:

690,562 sites use “Facebook for websites” - 32,279 of the 1 million most visited sites

Over 45,028 sites implement the “Like box”

35 y 114 S |tes Wlth F B I_Og | n Wlth Faces Distribution is calculated from the top 10,000 websites on the internet. See the FAQ for more information. Last
calculated on February 15 2011.

Google Gadgets: 80,933 sites

Facebook Like : 17.06 %

Il Google Custom Search

I Facebook Like
AddThis
Wordpress Plugins
Scanalert Hacker Safe
Thickbox

B Lightbox

BFacebook Sharer

Il Twitter Widget

I Twitter Button

*http://articles.cnn.com/2010-09-30/tech/like.button.web.traffic.mashable_1_social-media-facebook-user-web-traffic?_s=PM:TECH http'//trends bUiltWith Comlwidgets
Accessed: 20 February 2011 . . .


http://articles.cnn.com/2010-09-30/tech/like.button.web.traffic.mashable_1_social-media-facebook-user-web-traffic?_s=PM:TECH

Widespread

Distribution is calculated from the top 10,000 websites on the internet. See the FAQ for more information. Last
calculated on February 15 2011.

Facebook for Websites : I Query
Facebook for Websites
VR http://developers.facebook.com/docs/insights/
JQuery Ul
Facebook SDK
Adobe Active Content # Facebook Platform + Export || + Create an Ad
-PI'O'IOWDG View Page - View Old Page Insights
Y ahoo User Interface Users See Details
s cript.aculo.us Monthly Active Users  Daily New Likes Total Likes
IPNG Fix 666,866 +.« 8,8824¢::x 836,885 ¢0s:«

B uifetime Total Likes [ Daily Active Users

http://trends.builtwith.com/javascript

Interactions See Detalls

Daily Post Views Daily Post Feedback

91 4,168 20 146 855«

Page Content Feedback’

Ef Likes EX Comments



http://trends.builtwith.com/javascript
http://developers.facebook.com/docs/insights/

Information Collected

Privacy agreement states:

When you access Facebook from a computer, mobile phone, or other device,
we may collect information from that device about your

browser type,

location,

and IP address,

as well as the pages you visit

Information is gathered even when you don't click on
the “Like” button




Information Shared

Information provided to advertisers:
Demographic metrics
>Age

>Gender
>Location
Profile metrics:
>Interests
>Favourite movies

>Books

Even when your privacy settings are set to not display this information to other people,
Facebook reserves the right to sell it to 3™ parties...




Default Privacy Settings

Sharing on Facebook

These settings control who can see what you share.

Everyone Everyone Friends of Friends  Friends Only
_ _ Your status, photos, and posts .

Friends of Friends _ _ ,
Bio and favorite quotations .

Friends Only Family and relationships ]
Photos and videos you're tagged in ?

e v Religious and political views ?
Birthday ?
Permission to comment on your posts '
Places you check into [? '
Contact information '

Y Share a tagged post with friends of the friend | tag

# Customize settings « This is your current setting.




Typical GET Request

Logged out

GET http://www.facebook.com/plugins/activity.php?site=http%3A%2F%2F

www.supersport.com2F&width=300&height=300&header=true&colorscheme=light HTTP/1.1
Host: www.facebook.com

Referer: http://supersport.com/

Cookie: locale=en_US; cur_max_lag=20; L=20; lu=wgZE29T7RtUvhONDLnhxQtBmw; Isd=VPalp;
presence=DJ296119186BchADhA_2215.channel_22BsubA 5b0 5dBF296119193624BptMvis
MblsMblcMsndMctMsbPBtA 5b_5dBfAnullBuctMsMbloMbvtAOQBbIADacMutP296119137Z900BIcA0QQ;
act=1296121604497%2F1;

datr=Rn89TRckzJOjFfk_hnrCJVG_;

reg_fb_gate=http%3A%2F%2Fwww.facebook.com%2Flogin.php;
reg_fb_ref=http%3A%2F%2Fwww.facebook.com%2Flogin.php; wd=300x255

Logged in

GET http://www.facebook.com/plugins/activity.php?site=http%3A%2F
%2Fwww.supersport.comy2F&width=300&height=300&header=true&colorscheme=light HTTP/1.1

Cookie: locale=en_US; C__US€r=903585093: cur max_lag=20;

datr=Rn89TRckzJOjFfk_hnrCJVG_; L=2o0;

lu=wgZE29T7RtUvhONDLNnxQtBmw;

sct=1296122791; xs=61%3A8f1dfca675605aaaf72f2994dc16a092; act=1296122866502%2F7;
presence=DJ296122865BchADhA_2215.channel_22BsubA 5b0L903585093MF296122872188BptMvisM
blsMblcMsndMctMsbPBtA 5b 5dBfAnullBuctMsMbloMbvtAOQBbIADacMutMudA900BIcCAOQQ




The Cookie

Name: datr

Content: 9r1BTWqiozdPWwiKe-nZRzJw
Domain: .facebook.com

Path: /

Send For: Any kind of connection
Accessible to Script: No (HttpOnly)

Created: Sunday, February 20, 2011 1:12:18
PM

Expires: Tuesday, February 19, 2013 1:11:57
PM

Name: lu

Content: QAOsZOXNESqR3dkt4QQULRdw
Domain:.facebook.com

Path:/

Send For:Any kind of connection

Accessible to Script:No (HttpOnly)
Created:Sunday, February 20, 2011 11:33:17 AM

Expires:Tuesday, February 19, 2013 11:32:58 AM

>Cookies valid for 2 years...

*Remember Firesheep?
> HTTPS should help combat
> But..... HTTPS not mandatory for FB
> Users must activate HTTPS in account settings



The Cookie jar

*Even when you do not have a FB account, you are “tracked”

*\When you visit a site that has “FB connect” social plugin a cookie is generated for you
*This cookie is sent to FB every time you visit a page that has the “Like” button
siImagine if 40 million unigque visitors (a month) go to a site hosting Facebook Connect...
*CNN.com had 30 million unique visitors in a day during US election

« CNN.com is one of Facebook's “Showcase” websites for social plugins



Counter-Measures

*Facebook Disconnect plugin — Brian Kennish

iIf (lisMatching(location.href, DOMAINS)) {
document.addEventListener("beforeload", function(event) {
if (isMatching(event.url, DOMAINS)) event.preventDefault();
}, true);

}

*Adblock - Blacklist

lextern/login_status.php
/connect.php/en_US/*
/plugins/like.php
/len_US/all.js
plugins/activity
connect.facebook.net/

‘Google Chrome (Dev) allows blocking of 3™ party cookies

*Not part of the “opt-out” program



Not seen as a tracking company

priva cy O ce Tools FAQ Blog Q Like Share

Curious?
See who's watching

YOL,II’ privacy_ Explore your profile
2 Track the trackers
Your choice.
| Want control?
EAEE laalsin Get Do-Not-Track

make it easier. Opt-out of ad targeting

Guard your social profile
Help protect loved ones

PrivacyChoice has delivered over 40 million opt-outs - read MacLife's recommendation

Tracker Index  Website tools Contact  Privacy © 2009-11 PrivacyChoice



*|s this really an issue?
« We already give FB access to every other aspect of our lives
* Relationships
* Photos
e Friends
 Messages
* No way to automatically log out of FB

*US Air Force issues request for FB fake persona management software
*  www.fbo.gov/index?s=opportunity&mode=form&id=d88e9d660336be91552fe8cla5lbacb2&tab=core& cview=1

* Do you want to give “the man” even more access to your habits?

HBGary Federal email leak shows research being done into tracking
iIndividuals using Facebook

Current trend of people wanting to opt-out of 3" party tracking.
 Why isn't FB being forced to be part of this?
* |[E9 comes with built-in do-not track, does this include FB
 How would this affect the Facebook + Microsoft relationship?
* Firefox 4 implementing do-not track features as well

g Like [E1 Be the first of your friends to like this.



Questions?

g5 Like
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