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 Recap of the original objectives 
 

 What changed during developement 
 

 The decoder 
 

 The sandbox 
 

 Problems  
 

 Results 
 

 Future work 
 

 Questions 
 

2 



 A deobfuscator for normalising input code 
before execution.  
 

 A sandbox for executing and dissecting 
malicious PHP code 
 

 A reporting mechanism for feedback on any 
offensive features detected by the system.  
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 Not a lot 
 

 Reporter was done away with 
 

 Some static analysis was added to the decoder 
 

 I started to seriously dislike PHP 
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 Purpose: deobfuscate and normalise code, and 
perform static analysis 
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 Purpose: execute code and log calls to potentially 
exploitable functions 
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 In order to log calls, functions needed to be 
overwritten 
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 Mainly due to erratic behaviour of shells 
 

 Difficult to cater for all shells, but I’m learning 
 

 Thankfully, the sandbox contains malicious activity 

 No Internet access 

 No access to directories outside of its specified base 
directory 

 No access to the parent scope 

 Runs on a separate thread 
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 System structure 
 Merge decoder and sandbox 
 Unified reporter 
 

 Implementation 
 Use Python and PHP 
 

 Comprehensive storage 
 Information and calls 

 
 Similarity analysis 

 Code classification and fuzzy hashing 
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 A taxonomy of shells 

 Track evolution using tree structures 

 

 Decoder and sandbox improvements 

 Partial decoding and better function overriding 

 

 Automation 

 Harvest shells and maintain blacklists 
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