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1 Statement of the problem

There have been ongoing series of Distributed Denial of Service (DDoS) attacks
recently on the internet (Higgins, 2013). The largest of these NTP based amplifi-
cation DDoS attack was seen this year with it peaking at near 400Gbps (Prince,
2014). Since DDoS attacks cause a lot of inconvenience and are almost exclu-
sivly done for malicious purposes, it would be useful to find a way of analyzing
the traffic involved in the attack to see if it has been spoofed and to potentially
point to an attributable source of the traffic.

2 Motivation

I chose this project because I have an interest in the computer security field
and think that the research will benefit me and help others to have a greater
understanding of the analysis of DDoS attacks. The better understanding of
DDoS attack methods is needed in order to build better defences in the future.
It will also be useful to analyse captured packets efficiently and maybe be able
to find a probable source of an attack. This would be useful because denial
of service attacks are not usually done with good intent and the recent NTP
based attacks are reflection attacks, which mean that they take advantage of an
innocent 3rd party computer in order to perform the traffic amplification.

3 History and background

Denial of Service attacks have been observed on the Internet since the early
nineties and become more sophisticated every year (defence.net, 2013). A DDoS
attack is an attack that usually takes advantage of many compromised comput-
ers to attack a target system. A DDoS attack, that causes a system to shut
down or use up all the system’s resources, bandwidth being the most common,
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can cause a large inconvenience to the Internet, especially to users of a website
whose server is being attacked.

One of the earlier denial of service attacks is called a smurf attack. It is an
amplification attack, which means that a small amount of data is send and a
large amount is received. This attack uses a Internet Control Message Protocol
(ICMP) echo request, which is send from a computer to a broadcast address (ISS,
n.d.). The broadcast address allows the echo request to go to every computer
on the network, who receive the request and send back an ICMP echo response
to the source of the request (Grand, 2002). The source then receives a lot of
responses. This can take up a lot of bandwidth and users on the network may
not be able to send or receive traffic.

Next came a varient of the smurf attack, called fraggle. A fraggle attack used
spoofed UDP/7 packets, which are sent to a broadcast address. The replies from
all the network computers go to the target of the attack. After the smurf and
fraggle attacks came the papasmurf attack, which was a combination of both of
them (Mirkovic, n.d.).

There are many ways to carry out a protocol based DDoS attack. A common
method includes using DNS servers and a group of compromised computers (a
botnet). The computers in the botnet will send packets to a DNS server and
change the source IP address of the packet to be the IP address of the target of
the attack (spoofing). The packet sent is usually a request for a large amount
of data. When the DNS server recieves the request, it will send the reply back
to the target, who is then flooded with packets (Piscitello, n.d.).

Another common method of carrying out a DDoS attack is to use the TCP
protocol. TCP SYN packets (the first part of the TCP three way handshake)
can be sent in a large amount to a target system. There are a few types of TCP
based attacks; direct attacks, spoof-based attacks and distributed attacks. A
direct attacks is where the attacker does not spoof the source address of the SYN
packet. A spoof-based attacks where the source address is set to an address that
will not respond to the SYN-ACK packet from the target. Distributed attacks
are where the attacker has a botnet that flood a target with SYN packets, using
either direct or spoofed DDoS methods (Eddy, n.d.).

Distributed Denial of Service attacks that take advantage of Network Time
Protocol (NTP) servers have been seen more frequently in the past few months.
These attacks are similar to the DNS amplification attacks, as they both take ad-
vantage of common protocols and the fact that there is a request type command
that can return a fairly large amount of data. The Network Time Protocol exists
to distribute time information in a large network. There are many dedicated
NTP servers throughout the Internet that help to synchronize clocks on the var-
ious networks. NTP is also used to synchronize national time standards (Mills,
1991). NTP requests and use 123/UDP datagrams. The amplification attacks
are carried out by a botnet sending the small spoofed packets, requesting large
amounts of data, to an NTP server that supports the MONLIST command.
The MONLIST command generates a list of the last (up to 600) IP addresses
that accessed the server. A MONLIST request is about 8 bytes of data, and
the reply back is around 2400 bytes. This is a very large amplification scale,
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which makes NTP servers a good resource for using to perform a DDoS attack
(Higgins, 2013). The NTP server sends a lot of these large reply packets to the
attack target’s IP address.

In the past there have been several ways of analyzing DDoS packets. These
include measuring the flow level of packets, backscatter analysis (Mao, 2006).
Backscatter consists of the packets that a victim system generates in reply to
spoofed packets. There are several other proposed ways of analyzing DDoS
packets which include Time to live (TTL) analysis, which is a part of the IP
header. During an attack the number of TTL expiry packets is large and this
may lead to network problems (Cisco, n.d.). Another way is Autonomous Sys-
tem Numbers (ASN) reachability. An ASN is a unique number to represent an
autonomous system on the internet. An autonomous system is a large network
like an ISP or a large company that is using a clearly defined network policy.
An ASN is drawn from a 32-bit number field allowing there to be 4,294,967,296
unique values possible values (Potaroo, 2014) and are used by the Border Gate-
way Protocol for routing. The AS numbers used together with traceroute data
can be used to determine likely TTL ranges for spoofed and unspoofed packets.

4 Approach

This project will start with a literature review where I will look at what TTL,
Autonomus System Numbers (ASN) reachability and payload hashing have to
do with spoofed packets and DDoS attacks. NTP DDoS attacks will be studied
in more detail and I will look at papers relating to finding the source of DDoS
attacks and ways of analysing attack data. With that knowledge I will start
the creation of the program that reads in sample NTP attack packet captures
using C++ and libtrace, a library for trace processing. I will also be using
Python and some of its packet related libraries. After the data can be read in
correctly, I will start making the methods that analyze the TTL of the packets
using. This will entail getting the TTL value from the IP packet header and
finding a suitable algorithm to determine if there is a correlation between the
spoofed traffic and the TTL values. I will use a tool to draw different graphs
to show basic statistical distributions of the packet’s TTL values. The next
step is to do the same for the ASN and payload hashing and find out how they
are relevant to classifying DDoS attacks. I will then use the tools made to
analyze the around about 100 million attack packets to try and find similarities
between the spoofed data and characteristics of spoofed packets relating to the
three analysis methods. The results will be analysed and then the thesis will be
written.

5 Requirements and Resources

The data sets to be analyzed are already present and the server for doing analysis
is also present.
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6 Progression timeline

1. Tue 4th and 11th March Seminar 1: oral presentation 8-10 mins
2. Fri 30th May Literature Review and Plan of Action
3. Mon 15th July End of program development
4. Mon 18th July Start data analysis using program
5. Tues 29th July, 5th and 12th Aug Seminar 2: oral presentations 15 mins each
6. Mon 15th Sep Short Paper Submitted
7. 27th, 28th and 29th Oct Seminar 3: Final oral presentation 20 mins max
8. Fri 7th Nov Research Website complete
9. 19 Nov Final oral examination
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